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Auditor-General’s foreword

In my report number 1 for 2018-19, Monitoring and managing ICT projects, |
noted that:

e $5.4 billion is wasted in Australia alone on projects that do not deliver
benefits (INTHEBLACK 2016)

e the estimated cost of projects then underway, and reported on the
Queensland ICT dashboard, was $1.3 billion

e the Queensland Government had plans to spend $2.6 billion on ICT projects over the next
four years (2018-19 to 2021-22)

e 67 per cent of companies fail to terminate unsuccessful projects (Harvard Business Review,
September 2011)

e 18 per cent of the projects reported on the Queensland ICT dashboard had been in the
delivery phase for more than three years.

In my report | also called out the HRIS program and the MyDAS project that both went through
long, drawn-out processes before delivering functional systems.

Over the last couple of years, there have also been several cancelled ICT projects in the public
sector. While this report focuses on the State Penalties Enforcement Registry (SPER) ICT
project, there is a need for greater disclosure by agencies when ICT projects are cancelled.
There is also a need for greater oversight of ICT projects by the newly created Office of
Assurance and Investment (formerly part of the Queensland Government Chief Information
Office) to help mitigate the risks of project delivery.

In recent months, | received two referrals from members of parliament asking me to audit
specific ICT projects that have either been cancelled or have experienced significant cost
overruns and/or service delivery issues.

One of the referrals relates to the Training Management System project at the Department of
Employment, Small Business and Training. The department ended this project in 2018, before
the system was delivered. While | do not intend to undertake an audit of this project, | have
included in Appendix D of this report a summary of factual information regarding the project.

The other referral relates to the new SAP S/4HANA implementation at Queensland Health and
the hospital and health services. | am currently undertaking a preliminary inquiry with the
relevant entities, particularly in relation to implementation issues; late payments to vendors; and
the continuing additional cost to manage the system. Based on the outcome of the inquiry, | will
decide on whether to undertake a separate audit or include factual information about the project
in a report to parliament.

Given the ongoing, heightened interest in ICT projects, | plan to prepare insights reports to
parliament covering significant ICT projects. The purpose of these reports will be to develop
insights and to share learnings from significant projects across the public sector. The
information within these reports will be over and above what departments currently report
through the government’s digital projects dashboard.

The Queensland Government intends to spend $2.6 billion on ICT projects over the four years
from 2018-19 to 2021-22, so it is important that lessons are learned from past projects. A focus
on improving oversight and governance, and on providing transparent information on cancelled
projects, will help manage the risk of project failure.

Brendan Worrall
Auditor-General
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Report on a page

On 25 March 2019, the Under Treasurer wrote to the Auditor-General about concerns with the
State Penalties Enforcement Registry (SPER) Reform Program, which began in May 2014. His
concerns were about the delivery of the information and communication technology (ICT)
component. The Auditor-General agreed to audit the effectiveness of the governance of the
program’s ICT component. This report contains the results of that audit.

SPER ICT

The ICT component of the SPER Reform Program involved implementing new
case-management software to assist SPER with recovery of unpaid fines. As part of the
program, SPER signed a contract with a vendor to supply and implement its existing debt
collections software, with a focus on configuring, rather than customising, its product to meet
SPER’s business transformation needs. The vendor was to provide the case-management
software to SPER through an ongoing arrangement for software as a service (SaaS) (that is, the
vendor retains ownership and SPER pays annual fees to use it).

Procuring the service

SPER originally went to market for a debt service manager who would also provide a
case-management software solution. The government policy for outsourcing changed while the
procurement process was underway. SPER continued its original process to procure a
case-management software solution, but without an outsourced debt service manager.

Delayed definition of the operating model meant SPER and the vendor were not on the same
page in terms of the system requirements. It also appears SPER’s requirements may have
changed over time as it did its business transformation. SPER did not do sufficient due diligence
of the vendor’s product or conduct reference checks on the vendor’s local staff who worked with
them on the project. The vendor’s local delivery team was different from the international team
involved in the procurement process.

We found weaknesses in the procurement process in terms of the independence and objectivity
of the program steering committee and over-use of external consultants and contractors.

Governing the project

SPER did not have the right skills and experience to manage the project effectively. SPER did
not sufficiently mitigate risks raised in assurance reviews and chose to remain overly optimistic
rather than make the call to pause the project when it had the opportunity to do so.

The program steering committee was highly reliant on the advice and information provided to it
by consultants and contractors, because of the skills gaps it had.

Because SPER and the vendor were not on the same page in terms of system requirements,
the contract required significant changes as evidenced by the pattern of contract variations and
change requests. The contract variations, in the end, increased the vendor’s revenue from the
project, with an additional $10.3 million on top of the original agreed contract value for
implementation of $13,780,609. SPER ended up without an ICT system because it terminated
the contract and the vendor retained ownership of the software because it was a SaaS
arrangement.
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Introduction

The State Penalties Enforcement Registry (SPER) is part of the Office of State Revenue within
Queensland Treasury. It is responsible for collecting and enforcing unpaid fines issued in
Queensland. Unpaid fines include court-ordered monetary penalties, offender recovery orders,
and infringement notices. SPER is established under the State Penalties Enforcement Act 1999
(the SPER Act).

Initial plan to engage an external debt service manager

From May 2012 to May 2014, SPER established a program to reform its business model. The
program initially included outsourcing some of SPER’s debt collection to a debt service
manager who was also being engaged to provide the software for case management. The
following timeline shows key events and decisions during that time.

25 May 2012 ° Following a machinery of government change, SPER was transferred
from the Department of Justice and Attorney-General (DJAG) to the
Office of State Revenue (OSR), Queensland Treasury.

September 2012 ° OSR identified a range of improvement opportunities to SPER’s
systems, processes, policy, and legislation. SPER’s business model
was unable to accommodate the increase in volume of debt
lodgements and it was not meeting the government’s expectation for
debt-recovery outcomes.

May 2014 PS SPER prepared a business case for the reform of its business model,
which the Queensland Government approved on 15 May 2014.
Queensland Treasury formed a steering committee to govern the
SPER program comprising the OSR Commissioner (as program
sponsor), a Deputy Under Treasurer, and the Director of Treasury’s
Fiscal Discipline and Reform Unit. The Under Treasurer at the time
appointed the SPER Registrar as the program director.

The proposed service delivery model approved in the business case
included outsourcing to a debt services manager (DSM). The DSM
was to provide software as a service to SPER, manage the debt
register, and manage the collection of a portion of the penalty debts
referred to SPER via a panel of (private sector) debt collection
agencies.

July 2014 PS SPER agreed to a secondment arrangement with a consultancy firm
to provide transaction manager services for the procurement process.

September 2014 P SPER engaged a consultancy firm as the implementation adviser on
8 September 2014 (this was the same consultancy firm it engaged in
January 2014 to provide advice on options to implement a DSM model
for the business case).
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Change in direction to insourced debt collection

With the change of government in Queensland in January 2015, the proposed business model
was revised to take account of the new administration’s preferred direction. This included the
removal of private sector involvement in debt collection. The SPER Reform Program was
changed to:

e transform the business to better manage debt collection in-house

e engage an ICT vendor to support the business transformation with software as a service
(SaaS). In SPER'’s case, the contract’s original intent was for the vendor to focus on
configuring, rather than customising, its software for SPER’s needs. However, it did not end
up being a standard SaaS engagement as SPER required the vendor to significantly
customise the ICT solution (application).

Software as a service (SaaS). The Queensland Government Chief Information Office defines
software as a service as:

The capability provided to the consumer is to use the provider’'s applications running on a
cloud infrastructure. The applications are accessible from various client devices through
either a thin client interface, such as a web browser (for example, web-based email) or a
program interface. The consumer does not manage or control the underlying cloud
infrastructure including network, servers, operating systems, storage or even individual
application capabilities, with the possible exception of limited user-specific application
configuration settings.

The following timeline shows key events and decisions during that time.

19 May 2015 P Treasurer's media release stated that the government does not
support the use of private debt collectors.

29 August 2015 ° Treasurer approved a recommendation from the Under Treasurer to
adjust the scope of the existing request for proposal to exclude those
components of the service delivery model no longer supported by
government policy.

September 2015 PS SPER completed an update of the business model.

SPER assessed the new model versus the DSM model and
concluded that the procurement process could recommence with
amended documentation. The procurement would now be for the
SaaS component only, rather than a DSM model and SaaS.

SPER asked two of the original proponents to undertake a revise and
confirm exercise where proposals previously submitted were revised
to reflect the change in preferred business model.

14 March 2016 PS On 24 November 2015, SPER selected its preferred vendor. On
14 March 2016, SPER and the successful vendor signed the contract.

17 May 2019 ° Between March 2016 and May 2019, there were three significant
contract variations, several letter agreements to allow work to
progress while the contract was being renegotiated, and over
300 change requests.

Following disagreements between SPER and the vendor, SPER
terminated the contract on 17 May 2019.
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Figure A shows the allocation of responsibilities for the initial DSM model. The sections
highlighted in green were originally to be outsourced, but after the change in government
direction SPER retained these in-house. The SaaS solution for case management was to be

provided by the vendor under both models.

Figure A

Allocation of responsibilities of the initial debt service manager model

m SPER accountability: collection activities

SPER responsibility

SPER
3 e Overall accountability for managing the SPER register and
g debt pool
k: e Responsibility for collecting debt from debtors who cannot or
ﬁf} will not pay their debts (known as non-commercial debts)
—— Case
Relationship
A management
Debt services manager responsibility ! capability
Refe"i_ng "_"""""""""""""""{"" e Software as a
agencies Broker service (SaaS)
solution
e Expected to be SPER’s primary >
service provider
e Accept and register debt on behalf .
— of SPER Debt collection
agency
¢ Manage a panel of debt collection .
agencies e Debt collection
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e Host the SPER register > v
e Manage debtor
payments

Source: Queensland Audit Office from SPER documentation.
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Figure B shows the governance arrangements SPER established for the program.

Figure B
Queensland Treasury governance groups—May 2018

Program Steering Committee—
SPER Reform Program

Senior Responsible Owner,
Commissioner, Office of State
Revenue (1)

Program

Leadership Team Program

Program Director, Management Team

SPER Registrar (1)

Program Onboarding Project
Management Office 2)

Risk and Change,
Strategy and Policy Pe r;(S)rn?gnce Communication

Stream St and Training
ream Stream

Stakeholder and
Enforcement Contract
Stream Management
Stream

Note: 1) While the Office of State Revenue is led by a commissioner who is appointed independently of Queensland
Treasury and the SPER Registrar is also a statutory officer, all staff in those areas are Queensland Treasury
employees; 2) There was no ICT stream in the SPER Reform Program but there was an onboarding project. This was
expected to act as the conduit between the SPER Reform Program and the vendor to ensure alignment between the
two organisations. The SPER Registrar (who was also the Program Director) was the sponsor of the onboarding project
and was supported by the implementation advisor. The program business case stated this project was to operate
throughout the implementation, but it only operated for about three months in 2016. After this, the vendor reported
directly to the program.

Source: Queensland Audit Office from SPER documentation.
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Key facts

Unsupported
system

The legacy SPER system is an Oracle-based system that is about 19 years old.
More than 90 per cent of the existing SPER system software is out of vendor
support.

The SPER system continues to be hosted in the Department of Justice and
Attorney-General (DJAG) environment. Because of the state and age of the
system, it was considered too high of a risk for business failure to transfer the
system to SPER.

Escalating
debt

As at June 2015 (prior to the project commencing), SPER had 688,000 debtors who
owed $999 million; 73 per cent of these debtors had an outstanding balance a year
earlier.

Of the debtors, 274,878 who owed $442.7 million were classified as ‘won’t pay’
debtors (debtors who have ignored enforcement orders, reminder letters, or other
correspondence with a time-to-pay period that has expired and/or they are under
current enforcement actions).

The goal in reforming SPER was to improve its effectiveness in achieving payment
or finalisation of monetary penalties.

As at 30 June 2019, SPER had 757,000 debtors who owed $1.27 billion.

Value of the
ICT vendor
contract

The total original contract value was $58.76 million, which included:

$13.78 million for system implementation

$44.98 million over an expected seven-year contract period for ongoing service
fees, which includes providing software as a service that is supported, kept
up-to-date, secure and configured to suit SPER'’s specific needs.

Project
duration

The period from contract signing to termination was three years and two months.

Following the contract agreement in March 2016, the expected go-live date
changed on several occasions—from October 2018, to November 2018, and to
April 2019, because of challenges that needed to be addressed to ensure the
solution met SPER’s needs.

An external review conducted in January 2019 advised SPER that because of
delays with user acceptance testing, a lack of clarity around elements of the data
conversion process and the rate at which defects were being resolved, there was a
low probability of achieving the April 2019 go-live date. It recommended a go-live
date of the end of January 2020. Another external review in January 2019 identified
that user acceptance testing was significantly behind schedule.

The contract was terminated in May 2019.

Contract
changes

Between March 2016 and May 2019, there were three significant contract
variations, several letter agreements to allow work to progress while the contract
was being renegotiated, and over 300 change requests.

Program
cost

The total SPER Reform Program cost (to 30 June 2019) was $76.8 million. This
included $24.1 million for the business transformation and $52.7 for ICT solutions
The ICT component cost included:

$22.3 million (42.37 per cent) for the ICT vendor

$5.2 million (9.85 per cent) for other ICT vendors responsible for various
components

$13.8 million (26.13 per cent) for 10 consultancy service providers
$9.7 million (18.48 per cent) for contractors
$1.7 million (3.17 per cent) for SPER staff costs to support the ICT component.

Project
monitoring
and
assurance

The project conducted at least 20 reviews (gateway reviews, program health checks,
and various other reviews) using 11 providers from June 2014 to July 2019. The ICT
dashboard summary for the SPER project shows that the project was in amber for
860 days of the 1,015 days it was being reported on.
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Why we performed the audit

On 25 March 2019, Mr Frankie Carroll, Under Treasurer, referred concerns to the
Auditor-General about the delivery of the ICT component of the SPER Reform Program.

In summary, these concerns related to the effectiveness of the management and administration
of the ICT component of the SPER Reform Program by SPER, including the:

e timeliness in delivering the ICT solution

o clarity of the strategy for the ICT solution

e adequacy of oversight of testing, risk, and contract management
o reliability of project reporting.

The Auditor-General agreed to conduct a performance audit of the effectiveness of the
governance of SPER’s delivery of the ICT component of the SPER Reform Program.

How we performed the audit

The objective of the audit was to assess whether the ICT component of the SPER Reform
Program was governed effectively.

We assessed whether SPER:

o established an effective project board and governance processes to provide oversight of the
SPER Reform Program

e applied appropriate procurement processes for the SPER ICT solution and effectively
managed the contract with the successful vendor

¢ used an approved Queensland Government project methodology to effectively manage and
administer the ICT component of the SPER Reform Program.

We conducted interviews and reviewed key documents. We spoke with current and former staff
and senior officers from SPER and Queensland Treasury, key consultants SPER used on the
program, and staff from the Queensland Government Chief Information Office.

Appendix C contains further details about the audit objectives and our methods.

Scope exclusions

We did not, as part of this audit, examine the effectiveness of:

e activities conducted by the vendor for the SPER Reform Program

¢ the business transformation component of the SPER Reform Program

e SPER'’s decision to terminate its contract with the vendor (following a dispute resolution
process between SPER and the vendor, the dispute has been settled to the satisfaction of
both parties, the terms of which are confidential).

Queensland Government Chief Information Office

During this audit, the role and function of the Queensland Government Chief Information Office
(QGCIO) was revised and restructured within the Department of Housing and Public Works
(DHPW). Our references in this report to the QGCIO refer to the former QGCIO, which operated
at the time of the SPER ICT Reform. There is now an Office of Assurance and Investment,
which reports to the Chief Customer and Digital Officer within the Department of Housing and
Public Works.
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Summary of audit findings

Procuring the services

Governing the procurement process

While SPER involved resources with the appropriate skills and experience to manage the debt
collection aspect of the initial model, the effectiveness of SPER's oversight of the SPER Reform
Program’s procurement process was adversely impacted by:

e weaknesses in the design of the steering committee. The chair of the steering committee
also chaired the tender evaluation panel, which had the potential to compromise the
independence and objectivity of the steering committee to challenge the process

e over-use of external consultants and contractors. SPER’s actions demonstrated that it
outsourced the procurement process. Most of the work for the procurement process was
undertaken by contracted-in individuals and external agencies appointed by SPER as
experts. This created a risk that the vendor’s solution would not meet SPER’s needs as there
were limited staff with in-depth SPER knowledge involved in the procurement process and
product assessment

e inadequate ICT skills and experience to effectively manage the ICT component of the
procurement process. SPER’s implementation advisor had the skills and experience to
support SPER with the debt collection aspect, but not the ICT component of the procurement
process. Under both models (SaaS plus outsourced debt collection, and SaaS plus
insourced debt collection), SPER did not place enough emphasis on ensuring it had the right
skills to manage the ICT component.

In relation to legal advice, Queensland Treasury’s legal division was not involved in the program
because it did not have the necessary experience to assist with the contract for this program.
Therefore, SPER engaged its own legal advisor to develop the contract. Queensland Treasury’s
legal team did not provide support to the project until early 2019, when it became involved in the
decision/process to terminate the contract.

Defining requirements

The government’s approach to procurement at the time (2014) was to go to market with
high-level objectives and let the market bring innovative/best practice approaches to it. SPER
management advised us that they were relying on the vendor telling them what good practice
looked like, rather than SPER needing to define exactly what it needed. Therefore, detailed
functional requirements were not created from the start.

As such, SPER defined its original requirements predominantly as outcomes, which were
supported by minimum system requirements. SPER missed an opportunity to properly define its
requirements when there was a change in government direction. SPER assessed that it only
needed small changes to the original requirements to accommodate the government’s
outsourcing policy change, and that the procurement process could continue. In an outsourced
model, outcomes required are defined and the delivery model is left for the vendor to determine
how best to deliver the outcomes to the customer. However, SPER found the vendor’s product
required considerable customisation to meet its needs.
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When evaluating the process at the time of the change in government policy, the SPER team
believed the ICT application currently being used to support the SPER debt management
process could fail at any moment. SPER’s focus was on replacing the application at the earliest
opportunity. It appears that SPER did briefly consider returning to the market but decided not to
for four reasons: 1) it was concerned about the stability of its existing system, 2) it had already
made significant progress in the procurement process, 3) it believed the objectives for the
procurement were substantially the same, and 4) it believed it was unlikely there was another
specialist provider of government debt management systems and services with specific penalty
debt management experience in the market (based on its initial market research when it went to
market for a debt service manager).

Assessing the vendor and the vendor’s product

SPER procured a product without performing a detailed assessment of the product’s suitability
to meet its needs. SPER’s procurement team did not adequately assess the vendor’s capability
or conduct due diligence on the vendor’s product during the procurement process.

SPER’s ability to assess the vendor’s product was constrained by the fact that it did not begin to
define its requirements in sufficient detail until about 15 months after it signed the contract when
it conducted a business process mapping exercise. Nor did SPER ensure the vendor’s product
met its legislative or operational requirements. SPER did not consider whether the vendor’s
product implementation in the United States of America was similar to its own requirements, and
it did not conduct any site visits to see first-hand how the vendor’s product worked.

SPER did not properly assess whether its preferred vendor had demonstrable experience in
delivering its product under a SaaS model. All reference checks undertaken during procurement
were done over the phone. According to a technical review of the program conducted in June
2017, SPER’s vendor had just one client in the world using its solution through a SaaS model.

The vendor’s international sales team were involved in the procurement process but were not
the same as the delivery team. SPER found the vendor’s local delivery team did not have a
good understanding of the vendor’s product, as it had not yet been implemented anywhere in
Australia. SPER did not assess the capability or conduct reference checks on the vendor’s local
team, who it had to work with during the project.

Defining the contract deliverables

SPER specified outcomes and minimum system requirements in the contract from the project’s
onset, and this did not change after the government direction changed. This type of contract did
not work well in the circumstances as the software had to be extensively tailored to meet
SPER’s specific business requirements (the original intent of the contract was for the vendor to
focus on configuring, rather than customising, its product). SPER defined the operating model
late as it expected the vendor to share its better practice operating model and, according to
SPER, the vendor did not.

It appears that because SPER was concerned the existing system would fail, it was not willing
to take the time to determine what it needed from the vendor to successfully implement the new
model.

It is clear from the significant variations to the contract, and from many change requests SPER
submitted to the vendor, that SPER and the vendor had different expectations about what
services and deliverables were required. From the vendor’s perspective, SPER did not fully
leverage the capabilities of its product and modify its business processes to work with its
product. From SPER’s perspective, it found the product did not meet its requirements.
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Governing the project

Composition of the program steering committee

Queensland Treasury set up the SPER program steering committee to govern the business
transformation activities, but it did not adequately consider how best to govern the ICT
component. The steering committee members lacked the skills to govern the delivery of the
program’s ICT component and placed too much reliance on its implementation advisor to bring
the ICT expertise. We observed several weaknesses, which compromised the steering
committee’s ability to effectively govern the program’s ICT component:

e There were only two decision-making members in the steering committee for most of the
project. There were not enough people to challenge decisions or provide independent
advice.

e Project governance was not separate from organisational governance. Steering committee
appointments were made based on their roles in Queensland Treasury rather than the skills
and experience required to make the project a success.

e The steering committee did not establish a specialist sub-committee for the SPER ICT
component of the program or include additional decision-making members in the steering
committee who could specialise in the ICT component.

e The steering committee operated autonomously for most of the project, but did provide
verbal updates to the Under Treasurer.

e The steering committee membership did not include representation from Queensland
Treasury ICT or specialist ICT resources.

e Until November 2018, the steering committee did not include a representative from the
Queensland Government Chief Information Office (QGCIO), which would have been
appropriate given the skills gap the steering committee had. It should be noted that QGCIO
is an advisor to Queensland government agencies on ICT-related projects and is not
required to be on steering committees.

e Steering committee members did not have any prior experience in executing a project of this
size, type, and complexity, and were highly dependent on recommendations made by
external advisors.

e There were no independent members on the steering committee. All members had a direct
stake in the program. The project lacked a critical friend who could independently and
objectively challenge decisions being made.

e There was no evidence of regular written communication and updates between the steering
committee and the Under Treasurer. The Under Treasurers (multiple during this project)
were not involved in the key decision-making processes and were involved only for
approvals, where required.

The operations of the program steering committee

The steering committee did not adopt a specific reporting framework because it did not adopt a
project management methodology from the start. As a result, it was left to the best judgement of
the contractors and consultants as to what was reportable and what was not.

The program steering committee was highly reliant on the decision-making advice and
information provided by consultants and contractors because of its skills gaps. Because the
meeting minutes mainly recorded outcomes, it is unclear whether, or how effectively, the
committee evaluated the information provided or confirmed the adequacy of the consultants’
and contractors’ work.
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The minutes of the steering committee show there was minimal reporting on the status of the
ICT component from the project’s initial phase until the end of 2017 when status reporting
became more consistent and formally documented.

The project operated as a silo within Queensland Treasury, but it did provide verbal updates to
the Under Treasurer. The operating style at the time of this project was for the Commissioner of
State Revenue and the SPER Registrar to operate with a fair degree of autonomy. Their
respective statutory officers’ responsibilities are defined in legislation and they can execute their
statutory functions independent of the Under Treasurer.

However, for a significant business-critical ICT project, it is important for Queensland Treasury
and OSR to work together effectively. But we found they did not work together effectively on this
project as demonstrated by the following different perspectives they provided us with during this
audit:

e The then Under Treasurer (May 2015 to September 2018) believed the project operated
independently and not in a cooperative manner with Queensland Treasury.

o The OSR and SPER statutory officers believed the then Under Treasurer was not engaged
in the project because he only required verbal updates.

Monitoring and managing project risks

The program steering committee underplayed some key risks during the project, such as the
risk of project failure and the vendor’s potential lack of capability to meet its needs. The steering
committee’s consistent advice to the Under Treasurer was that the project had issues, but these
will be resolved. The steering committee lacked the objectivity to question its previous decisions
because the committee’s members were also responsible for selecting the vendor, overseeing
the contract negotiations with the vendor, and managing the vendor during implementation.

Other weaknesses we observed with how the project managed risk were:
e the project did not define the method and classification of risks until 2018

o the steering committee and project team relied on assurance providers to raise risks and
identify mitigation strategies when they performed their various reviews

e there was no process for escalating risks to other parts of Queensland Treasury executive or
governing bodies.

Project assurance

SPER conducted at least 20 reviews (gateway reviews, program health checks and various
other reviews) from June 2014 until the vendor contract was terminated in May 2019. But these
activities were ineffective in preventing the project from failing because:

e the scope of some of the reviews (in particular, the program health checks) was constrained
as they did not include reviewing the activities the vendor performed

e SPER did not address warning signs raised through some of these reviews—including
concerns with the lack of an operating model, the vendor’s product, and SPER’s relationship
with the vendor

¢ the reviews’ results were not shared outside the steering committee to keep those members
accountable.

The gateway review process was not used effectively to highlight the contract risks. The project
used a predominantly outcomes-based contract (with minimum system requirements) for a
SaaS model where customisation, rather than just configuration, was required in the end to
meet SPER’s needs. Before signing the contract (March 2016), SPER did not complete the
future state operating model that the gateway review stated should be completed before
contract execution.
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There was a conflict of interest that was not identified and managed—two members of the
SPER program steering committee were also members of Queensland Treasury’s Executive
Leadership Team and Audit and Risk Management Committee, as shown in Figure C. This
compromised the independence of reporting to Queensland Treasury’s governance committees.
There was also only one independent member across the three governing committees. The role
of the Audit and Risk Management Committee in reviewing project risk was also unclear during
the project.

Figure C
Queensland Treasury governance groups—as at May 2018

Executive Leadership
Team

Audit and Risk Management Program Steering
Committee Committee—SPER program

e Under Treasurer (Chair) e Executive General Manager—

o Deputy Under Treasurers (4) Risk and Intelligence (Chair)*

e Deputy Under Treasurer e Executive General Manager—
(Economics and Fiscal Risk and Intelligence*

Coordination) Notes: There was an additional

Executive General Manager—

Risk and Intelligence* ¢ Insurance Commissioner decision-making member from

April 2014 to August 2017.

The other members of the
steering committee were
internal and external advisors

Executive General Manager—
Operations and Change

¢ Independent member (1)

Note: The Executive General
Manager—Risk and Intelligence
became the chair in November
2017.

Note: * Members of all three committees.

Source: Queensland Audit Office.

Queensland Government digital projects dashboard

The SPER team provided status reports to the QGCIO for periodic updating of the digital
projects dashboard. However, we were unable to validate the accuracy of SPER’s updates to
the QGCIO because there was no comparable information in the program documentation.

We found similar issues in this audit to what we reported in Report No. 1 2018-19 Monitoring
and managing ICT projects with regards to the digital projects dashboard (which was then
named the QGCIO ICT dashboard). In particular:

e SPER’s explanatory notes only included detailed information from October 2017. Until then,
there was limited detail reported even though the project was being reported as amber from
November 2016.

e SPER'’s explanatory notes did not include deliverables and outputs achieved.

e The SPER Reform Program end date changed four times. The status update only showed
what had last changed. It did not highlight what the risks were for SPER with the ongoing
delays.

The SPER Reform Program was reported on the digital projects dashboard in green until the
second update in July 2016. From November 2016, it moved to amber, where it remained until
March 2019 when it turned red. SPER made eight updates to the dashboard for the project
between June 2016 and March 2019, when the project was removed from the dashboard. The
dashboard summary for the SPER project shows that the project was amber for 860 days of the
1,015 days it was reported on.
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The SPER Reform Program is no longer reported on the digital projects dashboard because
projects are removed in the next publishing cycle following their closure. As a result, there is a
lack of transparency of information about projects that end prematurely. There were no
explanatory notes provided on the reasons for the project closure and how the project costs
have been accounted for.

Assessing the option to terminate the contract

We found there was no appetite to consider contract termination until a new Under Treasurer
was appointed in February 2019 who became more involved in examining the project. There
were warning signs:

e As early as October 2016, a project assurance report stated ‘Successful delivery of the
initiative is in doubt with major risks or issues apparent in a number of key areas. Urgent
action is needed to ensure that these are addressed, to decide whether resolution is
feasible.’

e In April 2017, a consultant’s technical review advised SPER officers to consider contract
termination. However, while the SPER Reform Program steering committee discussed an
early version of the consultant’s report that was presented to it in a steering committee
meeting, there is no evidence of how it considered the issues raised. Subsequent versions of
the consultant’s report were not tabled or presented at the steering committee and there is
no evidence the then Under Treasurer was briefed on the findings. Senior officers of the
program reported to us that the program did not agree with the consultant’s observations and
therefore did not explore further the options to terminate the contract at that time.

There was a culture within the Office of State Revenue of being overly optimistic that the issues
would be worked out. This attitude was costly to the project outcome because it meant the
project continued to incur costs over a two-year period that ultimately delivered no value to
SPER given the contract termination. SPER’s implementation advisor conducted an analysis of
commercial implications associated with any termination of the contract in May 2017, which
confirms that it would have been costly to terminate the contract without identifying a specific
cause to terminate (this is known as termination for convenience). This is why SPER should
have conducted due diligence on the vendor’s product up-front before entering into a long-term
contract with the vendor.

Managing contractor performance

The contract that SPER signed with the ICT vendor did not effectively support the different
stages of the project—an ICT solution that was highly customised before entering an
operational support arrangement—nor did it contain sufficiently detailed specifications to enable
effective contract management.

Without enough details in the contract for the implementation phase, SPER had limited power to
measure and assess the vendor’s performance and take timely action where their performance
was deemed to be unsatisfactory. Identifying a right to terminate the contract was difficult as
unsatisfactory vendor performance was difficult to establish.
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We found SPER'’s contract management during the system-implementation phase was
ineffective because:

¢ the contract management plan did not cover the ICT build component

o detailed contract deliverables were not clearly defined, as evidenced by over 300 change
requests and three significant contract variations during the project

e performance indicators in the contract were targeted at the post-implementation stage but
did not cover contract performance during the system-implementation phase

e the contract required significant variations and resulted in SPER accepting a reduced scope
of deliverables for a higher cost

¢ not all meetings between SPER and the vendor were formally documented.

Managing contract variations

There was conflict between SPER and the vendor over the changes SPER requested during the
project:

e From SPER'’s perspective, the vendor did not accept that many of its requests for changes
related to basic system functionality, which it expected the vendor to deliver within the
existing contract.

e From the vendor’s perspective, the project timelines were compromised because SPER
could not control the scope of the project and kept changing the project requirements.

SPER representatives advised us that the vendor insisted on change request forms being
submitted for all changes even though, in SPER’s view, not all changes related to actual scope
changes. From SPER's perspective, this put pressure on what was considered in or out of the
original project scope and, over time, resulted in the vendor’s deliverables being reduced while
the project cost increased. The lack of a common understanding between SPER and the vendor
is the adverse consequence of the project scope and specific ICT system requirements being
poorly defined.

Making contract payments

The initial contract called for 15 payments during the implementation phase, based on meeting
milestones throughout the project.

After making payments of $6.6 million to the vendor for the first seven milestones, SPER and
the vendor agreed to move to a time and materials basis while they renegotiated contract
deliverables. They needed to do this because it became apparent to SPER that the vendor’s
solution did not provide all the elements SPER expected. They used a time and materials basis
for payments so they could continue to work while they agreed new contract terms. SPER
expected the time and materials phase to take less than two months and to cost under

$1.9 million. But it took 10 months (which includes a caretaker period for the 2017 state
election)—from February 2017 to December 2017—for the contract to be renegotiated, with a
time and materials cost of $8.35 million.

The contract variations increased the vendor’s revenue from the project, with an additional
$10.3 million in fees for the changes. SPER ended up without an ICT system because it
terminated the contract and the vendor retained the software.

Managing systems integration

SPER engaged the vendor to provide a wholistic ICT application to support SPER’s case
management requirements. However, during the implementation, SPER identified that the
vendor’s system was unable to deliver certain components. Therefore, it had to look at
alternative ICT vendors for these components, which included business intelligence, single view
customer platform, and general ledger accounting.
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As SPER de-scoped elements from the vendor’s contract and brought in other vendors, it
created the need for a systems integrator to ensure there was effective coordination of all the
ICT components being developed. We were advised that SPER considered appointing a
systems integrator but decided not to because of concerns with cost and because it concluded
that the other vendors’ integration points were marginal.

SPER did not have a clear plan on how to integrate all the various components. SPER tested
individual ICT components as stand-alone because the vendor’s SaaS solution was not
available for performing system integration testing.

This led to a conflict with the vendor late in the project. The vendor felt that, because SPER did
not perform or appoint a systems integrator, there was a lack of coordination and design gaps
were identified late in the development phase, which required additional time and cost to
remediate. A contract variation in November 2018 stated that one of the planning assumptions
was that SPER is the system integrator and will coordinate overarching design and testing
across all affected third parties.
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Audit conclusions

Despite the efforts of the senior public servants involved in the SPER Reform Program
(including the ICT component) and the application of many procurement, project management
and assurance practices, the governance over this program was not effective from inception.

The SPER Reform Program had its genesis in the times of large projects involving government
outsourcing services for the market to deliver using new and innovative approaches. It is
important to note that, while the policy setting changed during the project’s life cycle, the original
thinking associated with the outsourced model underpinned many aspects of the governance
and project management approaches. These approaches were not suitable for the nature of the
program the government moved forward with.

This program suffered from a culture within SPER and the Office of State Revenue that involved
operating in a silo and being overly optimistic—SPER was always optimistic that it could
manage its way out of the challenges it faced. SPER did not share its challenges widely enough
to gather sufficient input and advice from other parts of Queensland Treasury or the
Queensland Government. Despite the warnings SPER received from many reviews, it was
confident the project would succeed.

SPER’s inexperience in projects of this nature and its unfounded optimism led to the following
weaknesses in governance:

¢ insufficient guidance and direction regarding business requirements for the software

e inadequate separation of governance for procurement to project management to managing
the entity

e inadequate identification, formal documentation and mitigation of project risks

e inadequate procurement evaluation and due diligence on a vendor with which the
government signed a long-term contract

o insufficient ICT skills for a project that involved tailoring software and integrating software
solutions

e overreliance on external experts and not engaging external experts with relevant ICT skills to
support the program. SPER’s spend on its own resources for this project was very low
compared to its consultant and contractor spend. Its internal resources had limited capacity
to focus on the project because of their business-as-usual responsibilities

e lack of consideration and timely actions to follow up issues in assurance reviews, for
example considering termination earlier

¢ ineffective management of contractor performance.

The many failings of this project provide valuable lessons for the future.
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Lessons learned

Software as a service contracts

Where SaaS contracts lock entities into long-term relationships, thorough due diligence of the
vendor and their product is required. Entities should not use an outcomes basis as an excuse
for not defining detailed project requirements appropriately, particularly if tailoring software is
required. If entities have not seen the product working in action, they need to arrange site visits
and see the product working first-hand. Entities need to be confident that the vendor’s product
meets their needs and that vendors can work well with them.

Defining contract deliverables

Not defining the contract deliverables sufficiently up front is costly. When this happens, the
vendor’s and entity’s expectations may be misaligned, which may result in many change
requests and significant contract variations, which cost time and money.

Reliance on consultants and contractors

Over reliance on consultants and contractors can result in a lack of business understanding
when requirements are defined for ICT projects. When an entity lacks the expertise it needs for
a major ICT project, it should engage a ‘critical friend’ who is independent of the delivery team
and can provide objective and independent advice to the project steering committee on risks.

Limited capacity of internal staff to work on transformation
projects

Involvement of staff with detailed knowledge of an entity’s business operations is important for
transformational projects. But if staff need to continue their business-as-usual responsibilities
during this time, it limits their capacity to be involved in the project and manage risks. Entities
should consider freeing internal staff involved in transformational projects from their
business-as-usual responsibilities by delegating and assigning their responsibilities to others.

Stop and rethink

Projects should not push ahead when major changes, such as government policy position
changes, will impact on projects. Entities should take the opportunity to pause, assess risks,
and fully reconsider before moving forward.

Contracts

Entities need to be careful that they do not commit to long-term software development and
support contracts that make it hard for them to terminate when things go wrong. Entities should
be confident the product works well before they commit to service agreements. Contracts
should allow the entity to conduct assurance activities over the vendor during implementation
and incorporate this into the project assurance.

Organisational culture

An organisation’s culture can inhibit project governance effectiveness when the entity operates
in silos and when bad news is not communicated. Stopping a project before it incurs
unnecessary costs is better than stopping it when significant money has already been spent.
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Big-bang projects

For critical business transformation projects, trying to do everything at once is high risk.
Implementing changes in segments provides more opportunity to review, learn and assess risk.

Project steering committees

Project steering committees for major ICT projects should include representation from internal
ICT areas and the newly created Office of Assurance and Investment (formerly part of the
Queensland Government Chief Information Office).

When steering committee members are part of the governance group for a long time and there
are no members of the committee who are independent of the entity, they will find it hard to
question decisions they have previously made. If entities are highly dependent on external
consultants, they should engage an independent expert who can act as a critical friend and
challenge the decisions being made.

Statutory officers’ roles

Statutory officers have responsibilities defined for them in legislation, which gives them
independence from the chief executive officers in the entities they serve in when executing
defined statutory officer responsibilities. But in addition to these, they also have management
responsibilities (like delivering projects). It is important that statutory officers and chief
executives work collaboratively to ensure effective delivery of major projects.



Effectiveness of the State Penalties Enforcement Registry ICT reform (Report 10: 2019-20)

Recommendations

Department of Housing and Public Works

We recommend that the Department of Housing and Public Works:

1. develops and implements a guideline to assist entities in establishing digital and ICT
contracts (including software as a service contracts)

This should include guidance on:
e minimum vendor and product due diligence
e clear contract milestones, break points, and pause options to ‘stop and rethink’

e minimum contract management requirements during implementation (including
reviewing vendor performance) and post ‘go-live’ (Chapters 1 and 2).

2. works together with the Public Service Commission on strategies to upskill staff within the
public service in delivering and governing ICT projects (Chapters 1 and 2)

3. works together with Queensland Treasury and the Department of the Premier and Cabinet
to ensure that major ICT projects are established with appropriate governance
arrangements before vendors are engaged

Project steering committees should:

e be staffed with appropriate skills and experience

¢ include whole-of-government representation where appropriate
¢ include members who are independent of the entity

¢ contribute to decisions about minimum assurance activities

¢ integrate effectively with an entities’ other governance groups and avoid duplication of
membership across governance groups

¢ understand the risks and benefits of alternative approaches to project delivery—
iterative/agile versus large scale transformation and how to contract appropriately
(Chapters 1 and 2).

4. revises its investment review and project assurance guidance to:

e ensure project steering committee members understand that they are empowered to
stop projects and rethink their position at every stage

¢ enhance the availability of reporting of historic recommendations and lessons learned
(Chapter 2)
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5. improves transparency of major ICT projects by requiring all departments to publish data
on the digital projects dashboard, and a more detailed report to the Office of Assurance
and Investment, for projects that end prematurely.

At a minimum, the data to be published on the digital project dashboard should include the
following information about the project:

e project and department name
¢ investment objectives

o date the project started, key milestones, and significant project journey events such as
scope change, cost re-evaluation and delivery delay events

e reasons explaining why the project ended prematurely.
The report to the Office of Assurance and Investment should also include at a minimum:
e lessons learned

¢ the impact of not achieving the intended investment objectives within the originally
stated time frames

o total costs incurred, broken down by sunk, capitalised and operational costs

e benefits achieved while the project was in-flight and whether the department will use
some of the project deliverables (Chapter 2).

Queensland Treasury

We recommend that Queensland Treasury:

6. updates its Audit Committee Guidelines—Improving Accountability and Performance for
departments and statutory bodies to ensure audit committees are required to monitor and
receive reports from management on risks for major ICT projects (Chapter 2)

7. updates its own audit and risk management committee charter to ensure the committee
monitors risks on Queensland Treasury’s ICT projects, and reports its monitoring activities
to Queensland Treasury’s Executive Leadership Team (Chapter 2)

8. reviews its governance structure to:
e avoid conflicts of interest through duplicate memberships

o clarify the difference for its statutory officers between their legislative and management
responsibilities

e ensure it has an appropriate mix of skills on its governance committees (Chapter 2).

Reference to comments

In accordance with s.64 of the Auditor-General Act 2009, we provided a copy of this report to
relevant agencies. In reaching our conclusions, we considered their views and represented
them to the extent we deemed relevant and warranted. Any formal responses from the agencies
are at Appendix A.
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Procuring the services

This chapter is about how effectively the State Penalties Enforcement Registry (SPER)
managed the procurement process.

Introduction

From May 2012 to May 2014, the Office of State Revenue (OSR) established a program to
reform SPER. The SPER Reform Program included an information and communication
technology (ICT) component that was initially to be predominantly outsourced to a debt service
manager (DSM). The DSM was to provide software as a service to SPER, manage the debt
register, and manage some penalty debt collection (collecting a portion of the penalty debts
referred to SPER, excluding non-commercial debt, via a panel of private sector debt collection
agencies).

In May 2015, SPER was required to stop the procurement process it began in July 2014
because of a change in government policy. Following a change in government, the Treasurer
announced that an outsourced DSM was no longer the preferred model. SPER recommenced
the procurement process under a new model, retaining the software as a service (SaaS)
component but excluding debt collection (which was to be insourced). SPER awarded the
contract to the successful vendor on 14 March 2016.

Between March 2016 and May 2019, there were three significant contract variations, several
letter agreements to allow work to progress while the contract was being renegotiated, and over
300 change requests. Following disagreements between SPER and the vendor, SPER
terminated the contract on 17 May 2019.

To assess the effectiveness of the SPER Reform Program (ICT component) procurement
process, we examined whether SPER:

effectively governed the procurement process

clearly defined its requirements

thoroughly assessed the capability and suitability of the product to meet its needs

established an appropriate contract.

Governing the procurement process

In December 2013, Queensland Treasury established the SPER Reform Program and set up a
steering committee to govern the procurement process and oversee the transformation. The
steering committee continued for the duration of the project, although there were changes in
membership over time.
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SPER recognised that it needed external expertise to undertake a procurement of this nature.
While SPER introduced appropriate skills and experience to manage the procurement process
for the debt collection aspect of the model, the effectiveness of SPER's oversight was adversely
impacted by:

e weaknesses in the independence and objectivity of the steering committee. The chair of the
steering committee also chaired the evaluation panel, which compromised the independence
and objectivity of the steering committee to challenge the process

e over-reliance on external consultants and contractors. SPER outsourced the procurement
process to consultants and contractors, and did not sufficiently confirm the quality of their
performance. For example, SPER did not critically review the adequacy of their procurement
analysis. Limited staff with in-depth SPER knowledge were involved in the procurement
process and product assessment

e inadequate ICT skills and experience to effectively manage the ICT component of the
procurement process. SPER’s implementation advisor had the skills and experience to
support SPER with the debt collection aspect, but not the ICT component of the procurement
process. The ICT component was a key part of both models—of the SaaS with DSM model
before the change in government, and of the SaaS-only model (with insourced debt
collection) after the change in government. Under both models, SPER did not place enough
emphasis on ensuring it had the right skills to manage the ICT component.

SPER retained overall control of the procurement through chairing the program steering
committee and chairing the various evaluation panels throughout the process. However, most of
the work was undertaken by contracted-in individuals and external agencies appointed by
SPER as experts. This included:

e an implementation advisory firm
e alegal advisory firm

e a transaction manager

e a probity adviser.

This use of expert contractors created a risk that the procurement outcome (that is, the selected
vendor) would not align well with SPER’s needs because the personnel involved in the
procurement process had insufficient business knowledge of what SPER required the ICT
system to do.

In relation to legal advice, Queensland Treasury’s legal division was not involved in the program
because it did not have the necessary experience to assist with the contract for this program.
Therefore, SPER engaged its own legal advisor to develop the contract. Queensland Treasury’s
legal team did not provide support to the project until early 2019, when it became involved in the
decision/process to terminate the contract.
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Defining requirements

The initial procurement process to identify a vendor for the DSM model took almost a year and,
from a process perspective, followed all required Queensland government procurement
guidelines. After the change in government direction, the SPER team wanted to continue its
procurement process rather than spend more time identifying and agreeing terms with a new
vendor. SPER had made significant progress before the change in government policy.

The SPER team had serious concerns that the existing debt service management system could
fail at any moment (due to its use of an old system, out of vendor support). It appears SPER did
briefly consider returning to the market but decided not to for four reasons: 1) it was concerned
about the stability of its existing system, 2) it had already made significant progress in the
procurement process, 3) it believed the objectives for the procurement were substantially the
same, and 4) it believed it was unlikely there was another specialist provider of government
debt management systems and services with specific penalty debt management experience in
the market (based on its initial market research when it went to market for a debt service
manager).

We found that the high-level procurement objectives were defined, and that the contract
(March 2016) included minimum system requirements, but SPER did not clarify its detailed
functional requirements until late 2017 when it finally conducted a business process mapping
exercise. SPER did not properly define its future operating model, nor assess its prospective
vendor’s capabilities from the start (under the SaaS and DSM model), and this carried through
to the subsequent procurement process (SaaS only) after the change in government.

At the time, the government’s approach to procurement was to go to market with high-level,
outcomes-based objectives and let the market propose innovative/best practice approaches.
SPER management advised us that, under this approach, they were relying on the vendor’s
advice about what good practice looked like, rather than SPER needing to define exactly what
they needed. Therefore, detailed functional requirements were not created from the start.

Initial procurement process—2012 to 2014

Expression of interest and request for proposal

The initial procurement process was well structured and consistent with what would be
expected for an outsourcing procurement process. The background documentation provided to
the market for the expression of interest and request for proposal was extensive and covered
both the existing SPER systems and the outcomes sought. However, SPER did not define
detailed system specifications.

We found the initial procurement process to select a vendor under the SaaS and DSM model:

o defined the scope of the services except for the ICT component for both the expression of
interest and request for proposal

e involved appropriate consultation with key stakeholders who would be affected by changes
to SPER's systems. SPER consulted with several agencies who would be affected by
changes to the SPER ICT systems, especially entities that refer unpaid fines to SPER for
collection

¢ included extensive market analysis to test the feasibility of a DSM model and to determine
the depth of a suitable market to provide a competitive procurement process. As part of the
development of the 2014 business case, SPER conducted a market sounding exercise by
issuing a request for information. Thirteen entities responded to this, confirming to SPER that
there was sufficient market interest to support a DSM model and sufficient depth to support a
competitive tendering process.
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The prospective proponents to the procurement were able to seek clarification from SPER
about any points of uncertainty and were invited to attend workshops to further specify and
clarify requirements and expectations. Proponents had access to a virtual data room for
additional information.

Experts involved in the evaluation produced detailed reports of their observations, findings, and
conclusions. Submissions from two proponents were assessed for value for money against a
public sector comparator previously developed. The conclusions and recommendations of the
evaluation panels were well documented.

The whole process was subject to oversight by an independent probity adviser who did not raise
any concerns in his final report.

Recommencement of the procurement process

When the government direction for engaging an outsourced DSM model changed, SPER’s
analysis indicated that removing references to a DSM would not significantly change the
existing documentation. SPER considered it was appropriate to continue the existing process.
Based on initial market research and responses to the expression of interest, SPER considered
it was unlikely that another specialised provider existed in the market.

As SPER was almost two years into the procurement process and did not consider the change
significant, it did not go back to the market when the government’s direction changed. The
revised process with an amended scope took about two months (29 August 2015 to 30 October
2015, when bids were submitted). Under the new model, SPER required a provider to deliver a
SaaS solution tailored to its needs. SPER did not properly assess whether its preferred vendor
had demonstrable experience in delivering its product under a SaaS model. SPER selected the
vendor based on its experience in delivering outsourced revenue collection services. According
to a technical review of the program conducted in June 2017, SPER’s vendor had just one client
in the world using its solution through a SaaS model.

The critical business need for SPER was to implement a new technology solution as soon as
possible. SPER was concerned that any further delay caused by commencing a new
procurement process would increase the risk of legacy system failure and require an interim
system solution to mitigate this risk.

SPER asked two of the vendors from the initial procurement process to submit revised
submissions, taking into account the changes in the model. These were re-evaluated by
SPER’s implementation advisor.

Amendments made to the documentation to reflect the new model removed references to a
DSM but otherwise remained substantially unchanged. More than 90 per cent of the original
service requirements were the same, and no new requirements emerged from the definition of
the new model. SPER extended the implementation advisor’s contract by $2.15 million, so the
advisor could help SPER complete the procurement process and continue in the
implementation advisor role until 30 June 2016 (through subsequent contract variations, the
implementation advisor worked on the program until December 2017).

While SPER assessed that removing the outsourced DSM model did not fundamentally change
the procurement objective, its analysis does not appear to have considered the impact on the
contract’s expected deliverables—that is, tailoring a system for SPER to use in collecting debt
versus predominantly outsourcing to a vendor to provide a debt collection service.

SPER and the successful vendor signed the contract on 14 March 2016.
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Assessing the vendor and the vendor’s product

SPER procured a product without performing a detailed assessment of the product’s suitability
to meet its needs and it did not have a good working relationship with the vendor’s team.
SPER’s procurement team did not adequately assess the vendor’s capability or conduct due
diligence on the vendor’s product. SPER management also reported that its requirements were
not met because the vendor’s sales team promises were not being met.

SPER’s ability to assess the vendor was constrained by the fact that it did not define its detailed
functional requirements because the contract was outcomes-based (with minimum system
requirements). In addition, SPER did not ensure the vendor’s product met its legislative and
operational requirements. For example, SPER only identified during the project that there was a
mismatch of assumptions regarding whether all of SPER’s data would be converted, and that
the vendor’s base product did not enable SPER to make payments to victims of crime, which it
is required to do under the State Penalties Enforcement Act 1999. SPER did not do sufficient
due diligence on the vendor’s product.

The vendor’s international sales team were involved in the procurement process, but were not
the same as the delivery team. SPER found the vendor’s local delivery team did not have a
good understanding of the vendor’s baseline product functionality, as it had not yet implemented
it anywhere in Australia. The vendor adapted its team to include specialists from the United
States of America because SPER required a high level of product customisation, rather than
configuration, as was envisioned in the contract. The vendor’s debt management product had
been implemented in the United States of America and Canada. SPER did not assess capability
or conduct reference checks on the vendor’s local team, which was responsible for project
delivery.

We observed several weaknesses with the depth of procurement evaluation. The evaluation
panel gave the vendor high scores for some requirements based on its understanding of the
vendor’s representations, which later fell well short of expectations. More due diligence on the
vendor’s product and representations during the procurement process may have brought some
of these issues to light earlier. For example, SPER did not consider whether the vendor’s
product implementation in the United States of America was similar to its own requirements, and
it did not conduct any site visits to see first-hand how the vendor’s product worked. All reference
checks undertaken during procurement were done over the phone.

Figure 1A shows our observations of the weaknesses with SPER’s procurement evaluation in
November 2015 when it confirmed its preferred vendor to deliver the Saa$S solution.
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Criteria
(procurement

team
evaluation)*

Case
management
system
(acceptable/
outstanding)

Figure 1A
SPER procurement evaluation

Key factors in evaluation
score

Demonstrates strong 10
understanding of

government debt collection

(over 30 years’

experience).

Includes an integrated
general ledger.

Panel’s

QAO comments

The 30 years’ experience comment does not
include consideration of whether the vendor:

e had implemented its product in Australia
e had implemented its product using a

SaaS model

e had experience in penalty enforcement.

SPER found during implementation that the
vendor’s product did not have the capability
to perform financial management, and then
engaged an alternative vendor to provide a

financial accounting solution.

Analytics and Comes with a full suite of 8 There were multiple instances during the
advanced ready-to-use reports, project where reports had to be developed
reporting dashboards. and SPER was charged separately for these
system as change requests.

(acceptable) SPER de-scoped business intelligence from
the vendor’s contract during implementation
and engaged another vendor for this work.

Solution Highly automated and 10 Each configuration change that SPER

services? configurable solution which requested, but the vendor did not agree was

(acceptable)

minimises manual input
from SPER resources.

in-scope, cost SPER more in change
requests.

Significant SPER resources were required to

address configuration issues with the
vendor’s product.

Relationship
management
(outstanding)

Vendor has a Brisbane 10
base and its headcount

has more than tripled in the

last three years.

Vendor has highlighted a
broad range of successful
local engagements.

The evaluation did not consider:

o that the vendor’s team to support its
product was based in the United States

of America

o that the vendor had general
government-sector experience in

Australia, but had not implemented the
proposed product anywhere in Australia.

Note: * Legend:

A Solution services—the evaluation panel did not agree with the specialist advisor’s rating (acceptable) and gave a

Outstanding: The response provides a high level of confidence that the relevant service requirements will be met
by the proposed solution. The response demonstrates a good understanding of the service requirements and sets
out a realistic and clear approach for meeting them. The evaluation panel gave a score of 9-10 for criteria evaluated

by the procurement advisor as outstanding.

Acceptable: The response provided by the vendor provides a reasonable level of confidence that the service

requirements will be met by the proposed solution. The response demonstrates a good understanding of

requirements. The evaluation panel gave a score of 5-8 for criteria evaluated by the procurement advisor as

acceptable.

higher rating of ‘outstanding’ (10).

Source: Queensland Audit Office.

Defining the contract deliverables

The contract was drafted predominantly with an outcomes-based focus (supported by minimum
system requirements) because of the SaaS arrangement. While the contract was clear on the
business outcomes SPER expected, SPER did not clearly define the operating model it would

need to deliver these outcomes and expected the vendor to develop this.
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As it was a co-sourced arrangement (partly in-house and partly outsourced) clarity over SPER’s
detailed functional requirements and the new operating model was critical to ensure both parties
were aligned on the requirements. In a co-sourced arrangement like this, ideally the two parties

would have co-designed the operating model prior to signing the contract for service provision.

It is clear from the significant variations to the contract and the many change requests SPER
submitted to the vendor that SPER and the vendor had different expectations about what
services and deliverables were required. The absence of a new operating model to define how
the system would be used contributed to the misalignment of SPER’s and the vendor’s
expectations for the project.

From SPER’s perspective, the vendor’s product did not meet its requirements. From the
vendor’s perspective, SPER did not fully leverage the capabilities of its product and modify its
business processes to work with its product.

A program health check report in October 2016 advised SPER to prioritise all activities involved
in defining the gap between the baseline product functionality and SPER’s requirements.

A contract review conducted by a consulting firm in July 2018 stated that:

Given the outcome based nature of the original contract, it was not sufficiently clear
or detailed in its requirements. This became more apparent during 2016 and 2017
as the capabilities of the technology and its ability to meet all business needs
became clearer and a variety of policy and operating model changes took place.

About 15 months after SPER signed the contract with the vendor, SPER conducted a business
process mapping exercise to define the requirements in detail. The original contract did not
outline how and by when, SPER and the vendor would develop and agree on the detailed
design specifications.

Even after the business process mapping exercise, the expectations of SPER and the vendor
were not aligned. This made it difficult for SPER to hold the vendor responsible for not
delivering according to its requirements—there was disparity between the contract
specifications and its actual business requirements. SPER and the vendor exchanged over
300 change requests during the project, including 50 changes SPER requested during user
acceptance testing. The volume and nature of the change requests shows what was originally
defined in the contract did not match with what SPER or the vendor expected of the contractual
arrangements. In SPER’s view, some of the change requests were also required to address
system defects because the vendor insisted these matters be raised as change requests. SPER
agreed with this so the issues could be resolved quickly. Other change requests from SPER
were also required to address changes in legislative requirements during the project.



Effectiveness of the State Penalties Enforcement Registry ICT reform (Report 10: 2019-20)

2.

Governing the project

This chapter is about how well the State Penalties Enforcement Registry (SPER) governed and

managed the information and communication technology (ICT) component reform program.

Introduction

To determine how well the program was governed, we assessed whether SPER:

o established effective project governance, with appropriately qualified and experienced
resources to provide oversight of the ICT component of the SPER Reform Program. This
includes the members of the governing board having sufficient skills in complex project
management involving ICT, and utilising whole-of-government and external expertise to
ensure a successful project

e ensured the governance board received reliable information from the project to enable it to

monitor and manage the project risks and delivery

e implemented effective project assurance processes to enable those charged with
governance to make informed project decisions or take timely actions to remediate any
identified issues

e managed the performance of the contractor through effective contract management.

Composition of the program steering committee

Queensland Treasury set up the SPER program steering committee to govern the business
transformation activities but it did not adequately consider how best to govern the ICT
component. The program steering committee did not include members with sufficient
qualifications and experience for the ICT component.

The steering committee placed too much reliance on its implementation advisor to bring the ICT

expertise, even though this was not specifically in the advisor’s contract. The implementation

advisor was originally engaged for skills and experience to develop business cases, and provide
commercial and transformational program advisory services, not ICT. The steering committee

included members who worked in SPER, had major projects knowledge, and represented
Queensland Treasury. However, the steering committee members lacked the skills to govern
delivery of the ICT component of the program.
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We found several weaknesses with the composition of the project’s steering committee.

Number of committee members: there were only two decision-making members in the
steering committee for most of the project. This means there were not enough people to
challenge decisions or provide independent advice. The two decision-making members were
also responsible for business-as-usual activities, which limited their capacity to focus on the
project.

Structure of project governance:

— Project governance was not separate from organisational governance. The appointments
to the steering committee were made based on their roles in Queensland Treasury rather
than the skills and experience required to make the project a success.

— The steering committee did not establish a specialist sub-committee for the ICT
component or include additional decision-making members who specialised in the ICT
component.

— The steering committee operated autonomously for most of the project, but did provide
verbal updates to the Under Treasurer. There was no formal reporting from the steering
committee to the Under Treasurer or to the Audit and Risk Management Committee. Key
risks raised in assurance reviews were not raised further than the steering committee.

Composition of the program steering committee:

— The steering committee membership did not include representatives from Queensland
Treasury ICT or specialist ICT resources.

— The Queensland Government Chief Information Office (QGCIO) was not involved as part
of the steering committee until November 2018, when it started to attend meetings as an
observer. QGCIO attended the meetings from November 2018 until the last meeting
before the contract was terminated. It should be noted that QGCIO is an advisor to
Queensland government agencies on ICT related projects and is not required to be on
steering committees.

— There were no independent members on the steering committee. All members had a
direct stake in the program. The project lacked a critical friend who could independently
and objectively challenge decisions.

Communication: there was no written evidence of regular communication and updates
between the steering committee and the Under Treasurer. The Under Treasurers (multiple
during this project) were not involved in the key decision-making processes and were
involved only for approvals, where required. We were advised that the Senior Responsible
Owner of the program provided verbal updates to the Under Treasurer.

The program did not have a plan to manage and communicate with stakeholders during the
implementation, such as internal stakeholders from Queensland Treasury (Under Treasurer,
and the Audit and Risk Management Committee) or external stakeholders who refer unpaid
fines and penalties to SPER. While the program identified dependent organisations when it
drafted the business case, it did not identify, document, and develop a plan to manage those
stakeholders during implementation.

Operations of the program steering committee

The program steering committee was highly reliant on the advice and information provided to it
by consultants and contractors, because of the skills gaps it had. It is unclear whether, or how
effectively, the committee challenged the technical aspects of the information provided, because
the meeting minutes mainly recorded outcomes.
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The program steering committee underplayed some key risks during the project, such as the
risk of project failure or that the vendor may not have the capability to meet its needs. The
program manager’s consistent advice to the steering committee and the steering committee’s
advice to the Under Treasurer was that the project had issues, but these issues would be
resolved. Because the members of the steering committee were also responsible for selecting
the vendor, overseeing the contract negotiations with the vendor, and managing the vendor
during implementation, they lacked the objectivity to question their previous decisions.

The project operated as a silo within Queensland Treasury, but it did provide verbal updates to
the Under Treasurer. The operating style at the time of this project was for the Commissioner of
State Revenue and the SPER Registrar to operate with a fair degree of autonomy. Their
respective statutory officers’ responsibilities are defined in legislation and they can execute their
statutory functions independent of the Under Treasurer.

However, for a significant business-critical ICT project, it is important for Queensland Treasury
and the Office of State Revenue (OSR) to work together effectively. But we found they did not
work together effectively on this project as demonstrated by the following different perspectives
they provided us with during this audit:

e The then Under Treasurer (May 2015 to September 2018) believed the project operated
independently and not in a cooperative manner with Queensland Treasury.

e The OSR and SPER statutory officers believed the then Under Treasurer was not engaged
in the project because he only required verbal updates.

Information reported to the program steering committee

The steering committee did not adopt a specific reporting framework because it did not adopt a
project management methodology from the start. As a result, it was left to the best judgement of
the contractors and consultants to decide what was reportable and what was not.

It appears the program steering committee was passive with its approach and accepted the
advice provided without adequately challenging it. The minutes of the steering committee
showed there was minimal reporting on the status of the ICT component from the project’s initial
phase until the end of 2017 when the status reporting became more consistent and formally
documented. Until this time, in most cases, the updates provided to the steering committee
were verbal.

SPER reported to us that it expected its implementation advisor to bring the key ICT knowledge
and experience that the program lacked. SPER assumed the implementation advisor would
support it in challenging the vendor’s approach and implementation delivery to ensure the best
outcomes for SPER. However, the terms and conditions of the contract variations were not
sufficiently detailed to ensure that SPER’s expectations and the implementation advisor’'s
contracted deliverables were aligned. SPER did not include ICT implementation experience in
its criteria to select its implementation advisor.

Monitoring and managing project risks

Until 2018, the SPER Reform Program did not define any standard approach to evaluating the
risks in the project. The program steering committee and the program team relied on its
assurance providers to identify the risks when they performed their various reviews. When key
risks were raised in reviews, they were discussed at the program steering committee and the
minutes recorded the discussion and response.

There was no independent reporting of risks to other Queensland Treasury governance
structures. There was a conflict of interest that was not identified and managed—the two
program steering committee members (including the chair) were also members of Queensland
Treasury’s Audit and Risk Management Committee and Queensland Treasury’s Executive
Leadership Team. Therefore, it appears that the same overly optimistic messages were
reported through to these forums rather than messages reporting the risks and warning signs
that the project was encountering problems.
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We observed that SPER had 29 risks recorded in its risk register, before the project was
terminated in May 2019. We found that SPER’s risk register did not include some risks we
expected to see and which were significant issues during the project.

We observed the following two examples, which show the program steering committee did not
effectively manage key risks to the project’s success:

e The project did not consider the risk that it may not have clearly defined the system
requirements to be delivered. As early as October 2016, a program health check report
highlighted this risk and stated that there is an urgent need for SPER to clarify its target
operating model.

e The project did not effectively manage the risk that the vendor may not have the capability to
address its needs. This risk was highlighted in a technical review in June 2017, but the
project did not record and document a plan to mitigate this risk.

Project assurance

There were significant project assurance activities on the SPER project that consumed
considerable time and resources. These activities were ineffective in preventing the project from
failing because:

e the scope of some of the reviews (in particular, the program health checks) was constrained
as they did not include reviewing the activities the vendor performed

e SPER did not address warning signs raised through some of these reviews, such as
concerns with the lack of an operating model, the vendor’s product, and SPER’s relationship
with the vendor

o the reviews’ results were not shared beyond the steering committee to keep those members
accountable for addressing the actions.

The program conducted at least 20 reviews from June 2014 until the vendor contract was
terminated in May 2019. Figure 2A shows some of the key reviews performed and the warning
signals issued.

Figure 2A
SPER procurement evaluation
Review Number of Date reviews Type of issues noted
type reviews performed
Gateway 2 June 2014, Gate 3 review noted the need to complete the definition
reviews December 2015 of the future state operating model before the contract
was executed.
Project 4 October 2016, Project health check reports from February 2016 to July
health February 2018, 2018 noted the tense working relationship with the
checks July 2018, vendor, no vendor management plan and quality control
January 2019 criteria, and business case not updated since 2015.

An October 2016 project health check recommended
that SPER continue to pursue visibility of the
functionality provided by the vendor’s baseline solution.

Project/ 3 From 2017-2019 A June 2017 technical review identified issues with the
program vendor’s product and capability and noted that the
reviews absence of a future state operating model carries a

significant risk of system design and implementation not
meeting business needs.

Source: Queensland Audit Office.
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The duplication of members across Queensland Treasury’s governance committees
compromised the independence of reporting to these committees. The role of the audit and risk
management committee in reviewing project risk was also unclear during the project.

Gateway reviews and program health checks

The SPER program planned to conduct the following investment and assurance reviews during
the program life cycle:

e a Queensland Government Chief Information Office (QGCIO) gated review 3—investment
decision

e program health checks
¢ a QGCIO gated review 4—readiness for service
¢ a QGCIO gated review 5—operational review.

The program never proceeded to gate 4 (readiness for service) because SPER terminated the
contract before the system could have been ready for service.

Gate 3 review

The SPER program initially conducted a gate 3 review in June 2014 when it planned to use the
debt service manager model. This gate review considered the investment decision as a
combined ICT and business transformation that would be outsourced to the vendor.

Following the change of government direction in 2015, SPER needed to conduct another gate 3
review before it confirmed the investment decision. In April 2015, Queensland Treasury’s
internal auditors recommended that SPER conduct a gate 3 review before it signed a contract
with the vendor.

Between November 2015 and December 2015, an external consultant conducted a gate 3
review and identified that the future state operating model had not yet been developed and that
defining this was important for determining the full scope of change required.

The gate 3 report also stated that the program demonstrated readiness to pass through gate 3
pending completion of activities that were still in progress (which includes defining the future
state operating model).

On 10 February 2016, the gate 3 report was presented to the program steering committee, but
the minutes of that meeting do not indicate that:

e there was any discussion on ensuring the in-flight activities would be completed before the
contract was signed

e there was a clear go/no-go decision.

Before signing the contract (March 2016), SPER did not complete the future state operating
model that the gateway review stated should be completed before contract execution. Over a
year later (June 2017), a technical review of the program observed that:

the absence of a to-be business process or operating model carries a significant
risk of system design and implementation not meeting business needs. The
potentially greater risk exists around SPER’s inability to prepare for operating in the
new way if this new way is in fact undefined.

It was not until June 2017 (15 months after the contract was signed) that SPER commenced a
business process mapping exercise to define its future operating model.
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QGCIO submitted the gate 3 report to the Director-General ICT Council on 29 February 2016,
recommending the council note the gate 3 report and support execution of the contract with the
vendor. While QGCIO raised a concern that it was unable to assess the risks associated with
the software as a service (SaaS) contract (because of probity limitations), QGCIO supported the
contract being executed based on funding approval already given by the Cabinet Budget
Review Committee, Building Queensland’s review of the business case, and the gate 3
assurance report.

According to the SPER program business case (December 2015), SPER intended to conduct a
gate 4 review before the vendor commenced implementation activities (scheduled for
February/March 2016). This gate 4 review would test that plans were in place to conduct the
implementation effectively, business and stakeholders were ready, contract management
arrangements were in place and current, and the business case remained valid. But this review
was never performed. Consequently, the risks highlighted in the gate 3 review conducted in
December 2015 (lack of visibility of the supplier's implementation plans and completion of
in-flight activities) were not followed up to ensure SPER had mitigated those risks effectively.

Program health checks

The program completed four program health checks. An external consultant conducted three—
October 2016, February 2018, and July 2018. In January 2019, another external consultant
performed a health check on user acceptance testing.

It was appropriate that the program engaged consultants to conduct health checks between
planned gateway reviews. We stated in Report No. 1 2018—-19 Monitoring and managing ICT
projects that “... projects often face challenges before reaching the gates for the reviews ... we
found that project health checks (before the gate reviews) were useful tools in highlighting risks
and recommending ways to bring projects back on track’.

However, we found the usefulness of the SPER program’s health checks was limited by:

¢ no active involvement of the vendor in program health checks—the program health checks
and reviews were focused on the workings of SPER. The reports do not comment on the
activities of the vendor

¢ lack of reporting beyond the program steering committee—the reports for all program health
checks were presented and discussed at the program steering committee, but these reports
were not shared with Queensland Treasury’s Audit and Risk Management Committee or
Executive Leadership Team.

Project/program reviews

In addition to the program health checks, the SPER program also engaged other external
consultants to conduct various program reviews up until the project was terminated in
May 2019.

Most of these reports were reactionary—their cause appears to be either a missed deadline or
missed aspects of the project delivery. As a result, most of these reports identified existing
issues after the event had occurred and not before.
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Some of the reviews included:

e scope review by a legal advisor in February 2017

o termination scenario evaluation by the implementation advisor in May 2017
e technical evaluation in June 2017

e review of the risk register in May 2018

¢ high-level review of the project in terms of its history, intent and contract variations in
July 2018

e program review in September 2018

e legal advisor review in September 2018

e options report in January 2019

e |ICT assurance report in February 2019

e user acceptance testing update report in March 2019

e systems integration testing review in March 2019.

Assessing project viability

SPER acted to terminate its contract with the vendor on 17 May 2019. We did not assess
whether the decision to terminate was made on justifiable grounds, as this was subject to a
dispute resolution process between SPER and the vendor during our audit (the dispute has
been settled to the satisfaction of both parties, the terms of which are confidential). However,
we have assessed whether SPER considered the option to terminate the contract during the
project life cycle when problems became apparent.

We found that there was no appetite to consider contract termination until a new Under
Treasurer was appointed who became more involved in examining issues with the project.
There were warning signs as early as October 2016 when a project assurance report warned
that successful delivery of the initiative was in doubt and that urgent action was needed to
address major risks and issues.

In April 2017, SPER officers were advised to consider contract termination through a
consultant’s report.

The Office of State Revenue appointed a consultant to conduct a technical review from April
2017 to June 2017. The SPER program steering committee discussed an early version of the
consultant’s report that was presented to it in April 2017, but there is no record of how it
considered the issues raised. The consultant was asked by the Office of State Revenue to
revise the report because of its tone, but there is no evidence in the program steering
committee minutes that subsequent versions of the report were presented to the committee. In
addition, there is no evidence that the then Under Treasurer was briefed on the findings of the
report.
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The consultant’s report (June 2017) highlighted some key risks for the project, including that:

o the vendor’s existing product may not be a sufficiently good fit to enable SPER to efficiently
operate its business processes

e the vendor did not have experience in implementing its product based on a SaaS model
¢ the vendor’s local team lacked implementation experience with the product

e the absence of a future state operating model carried a significant risk of system design and
implementation not meeting business needs

¢ the existing SPER program structure and governance did not provide adequate transparency
and accountability to successfully manage the program

¢ the ongoing management of the vendor’s product may consume a significant part of SPER’s
capacity.

The consultant’s report recommended that an option for the project was to go back to market for
a more suitable product. However, senior officers of the program did not agree with this and had
no appetite to consider contract termination. This shows there was a culture within the Office of
State Revenue of being overly optimistic that the issues would be resolved. This attitude was
costly to the project outcome because it meant the project incurred costs over the following

25 months that ultimately meant SPER ended up without a system because it terminated the
contract and the vendor retained the software.

We acknowledge that SPER’s implementation advisor conducted an analysis of commercial
implications associated with any termination of the contract in May 2017, which confirms that it
would have been costly to terminate the contract without identifying a specific cause for
terminating (this is known as termination for convenience). This is why SPER should have
conducted due diligence on the vendor’s product up-front before entering into a long-term
contract with the vendor.

Audit committee visibility of the risks

In May 2018, the Chair of Queensland Treasury’s Audit and Risk Management Committee
stated assurance reviews would be reported to the audit and risk management committee
through the Executive General Manager—Risk and Intelligence (who was also a member of the
SPER Reform Program steering committee and Queensland Treasury’s Executive Leadership
Team). There was no evidence that the audit and risk management committee was provided
with copies of program health checks and reviews conducted after this decision (May 2018).

It is worth noting that this period, when the audit and risk management committee was not
updated on project progress, was a critical project phase when serious risks began to emerge.
The chair of the audit and risk management committee was also a member of the SPER
program steering committee, which created a conflict of interest for project assurance reporting
to this committee. There was a lack of independent reporting to the audit and risk management
committee and the committee did not identify the fact that:

¢ the chair had a conflict in reporting project assurance

o the Commissioner of State Revenue had a reporting conflict as that person was a member of
the SPER program steering committee (as the Senior Responsible Owner) and a member of
the audit and risk management committee (from June 2017 to May 2019).
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The audit and risk management committee’s minutes from August 2019 state that the Executive
General Manager—Risk and Intelligence will request that the Executive Leadership Team (ELT)
clarify by November 2019 whether:

e all project assurance reports undertaken across the Treasury portfolio should be submitted
to the ELT for noting

¢ the audit and risk management committee will be delegated responsibility for oversight of
these reports (either in addition to the ELT, or as the sole governance forum) and receive a
copy of project assurance reports.

This demonstrates there is currently a lack of clarity within Queensland Treasury on the role of

the audit and risk management committee for project assurance.

Queensland Government Chief Information Office digital

projects dashboard

The SPER team provided status reports to the QGCIO for periodic updating of the digital
projects dashboard. However, we were unable to validate the accuracy of SPER’s updates to
the QGCIO because there was no comparable information in the program documentation.

We found similar issues in this audit to what we reported in Report No. 1 2018-19 Monitoring
and managing ICT projects with regards to the digital projects dashboard (which was then
named the QGCIO ICT dashboard). Figure 2B compares the issues.

Figure 2B
Comparison with issues raised in Report No. 1 2018-19 Monitoring and
managing ICT projects

Report No. 1 2018-19

SPER ICT project QAO observation

Sixty of the 161 projects currently on the
dashboard did not have enough explanatory
notes about key decisions and major changes
that occurred throughout their life cycle.

SPER'’s explanatory notes only included
detailed information from October 2017. Until
then, there was limited detail reported even
though the project was being reported as amber
from November 2016.

Departments don’t include deliverables and
outputs achieved in the explanatory notes.

SPER'’s explanatory notes did not include
deliverables and outputs achieved.

We provided an example of a project that had
changed the end date four times, but the static
information on the dashboard did not show the
full life cycle of the project and the multiple
changes. As a result, there are lost
opportunities to gain insights into why and how
projects like this one change and whether they
have successfully delivered the intended
outcomes.

The SPER ICT project end date changed four
times. The status update only showed what had
last changed. It did not highlight what the risks
were for SPER with the ongoing delays.

Source: Queensland Audit Office.
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The SPER ICT project was reported on the ICT dashboard in green until the second update in
July 2016. From November 2016, it moved to amber, where it remained until March 2019 when
it turned red. SPER made eight updates to the dashboard for the project between June 2016
and March 2019, when the project was removed from the dashboard. The dashboard summary
for the SPER project shows that the project was in amber for 860 days of the 1,015 days it was
reported on.

QGCIO informed us that it has no obligation to review the status updates that entities provide
for the ICT dashboard. The QGCIO team only performs a sanity check to ensure that all
reportable components are available for updating the dashboard, but it does not review the
project status or raise any concerns with the entity on the status update provided.

The SPER Reform Program is no longer reported on the digital projects dashboard because
projects are removed in the next publishing cycle following their closure. As a result, there is a
lack of transparency of information about projects that end prematurely. There were no
explanatory notes provided on the reasons for the project closure and how the project costs
have been accounted for.

Managing contractor performance

The contract that SPER signed with the ICT vendor did not accommodate the nature of the
project—an ICT build component before entering an operational support arrangement—nor was
it sufficiently detailed to enable effective contract management.

Without enough detail in the contract, SPER had limited power to measure and assess the
vendor’s performance and take timely action where its performance was deemed to be
unsatisfactory.

We found SPER’s contract management during the system-implementation phase was
ineffective because:

¢ the contract management plan did not cover the ICT build component

e contract deliverables were not clearly defined as evidenced by the many change requests
and significant contract variations that occurred over the contract period

e performance indicators in the contract were targeted at the post-implementation stage but
did not cover contract performance during the system-implementation phase

e the contract required significant variations and resulted in SPER accepting a reduced scope
of deliverables for a higher cost

e not all meetings between SPER and the vendor were formally documented.

Establishing a contract management plan

A contract management plan was established in June 2016 and supported by a contract
management guide and a contract management workbook. During our interviews with SPER
staff, we were advised that the workbook was designed for use post implementation of the ICT
solution. As SPER never reached that stage of the project, the workbook was not used.

Given the significant activity and payment milestones scheduled from the start of the contract to
the end of the implementation phase, the contract management processes should have been
introduced immediately upon signing of the contract.

Managing performance

The contract included performance indicators, but these related to performance of the system
once implemented and not to performance of the vendor in its delivery of the contract up to that
point.
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There is no evidence that SPER had processes in place to effectively monitor and report on the
vendor’s performance during the build phase. As SPER had no line of sight to the system
development (that is, how the vendor customised its baseline product to satisfy SPER’s needs),
it could not determine what had or had not been done, and reported to us that it accepted verbal
assurances from the vendor.

The contract had a section on default by the supplier, which allowed the supplier time to remedy
any default SPER identified prior to SPER taking action to terminate the contract. The difficulty
SPER encountered was identifying whether a breach had occurred. The contract gave SPER
rights to terminate the contract for the supplier’s default (both immediately on certain grounds,
and after a remedy period on other grounds). However, the significant contract variations,
extension of deadlines, misalignment of vendor and SPER expectations about deliverables,
changes in SPER business processes, and lack of sight over the product being delivered made
it difficult to identify whether a breach had occurred. There was also a consensus within SPER
that there was no doubt the product would be delivered—it was just a matter of when this would
occur.

The program team held regular meetings since July 2017 with the vendor to discuss the
progress of the implementation, and the meetings were minuted. It also appears from our
discussions with senior program representatives, that some executive-level meetings took place
between the program team and the vendor to discuss progress and concerns with the
implementation. However, there is no documentary evidence available to detail the nature or
frequency of the executive-level discussions because SPER did not keep records of these
discussions.

Problem escalation resulted in meetings being held with the vendor’s representatives from the
United States of America, but there is little formal documentation about what was covered in
these meetings. Problems escalated through extensions of timelines until SPER acted to
terminate the agreement on 17 May 2019.

Managing contract variations

The contract includes change management processes and states that all changes must be
submitted on a change request form. The intent of this relates to changes in scope.

There was conflict between SPER and the vendor over the changes SPER requested during the
project:

e From SPER'’s perspective, the vendor did not accept that many of its requests for changes
related to basic system functionality, which it expected the vendor to deliver within the
existing contract.

e From the vendor’s perspective, the project timelines were compromised because SPER
could not control the scope of the project and kept changing the project requirements.

SPER representatives advised us that the vendor insisted on change request forms being
submitted for a number of changes that SPER considered were in-scope requirements. In
SPER’s view, not all of the change requests related to actual scope changes. From SPER's
perspective, this put pressure on what was considered in or out of the original scope of the
project and, over time, resulted in the vendor’s deliverables being reduced while the project cost
increased. The lack of a common understanding between SPER and the vendor is the adverse
consequence of the project scope and specific ICT system requirements being poorly defined.
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SPER and the vendor exchanged over 300 change requests, the contract was varied
significantly on three occasions during the project, and there were several letter agreements to
allow work to progress while the contract was being renegotiated. This is an indicator that either
(or both):

e SPER poorly defined the contract requirements to begin with

e the vendor did not deliver what SPER expected and discussed during the procurement
process.

The original contract was executed on 14 March 2016 and the following variations (including
letter agreements) were made:

e 24 June 2016—schedule 2 of the original contract relating to implementation services was
revised as it did not reflect the agreed approach to determining the collections baseline

e 28 February 2017—the parties agreed to discuss variations to the contract to reflect changes
in requirements, scope, schedules, and price. The parties also agreed that the vendor would
continue to work on a time and materials (T&M) basis until the variation was signed
(14 April 2017). The amount to be invoiced by the vendor under T&M was capped at
$1,972,197 with a true-up of fees once the contract variation was signed

e 13 April 2017—the 14 April 2017 deadline for signing the contract variation referred to above
was extended to 12 May 2017

e 12 May 2017—the 12 May 2017 deadline was further extended to 19 May 2017 and the cap
for T&M invoices was extended to $2,320,578

e 19 May 2017—both parties agreed it was necessary to review the contract and finalise a
formal variation on mutually acceptable terms including (but not limited to) scope,
implementation plan, milestone dates, and service fees. An implementation reset period was
introduced from 19 May 2017 to 30 June 2017. In addition, it was agreed that SPER and the
vendor would progress a series of in-flight activities during the reset period, with amounts
invoiced by the vendor not to exceed $1,212,660 with a true-up of fees to occur at the expiry
of the implementation reset period or a later date as agreed

e 3 July 2017—the implementation reset period was extended to 11 August 2017 with in-flight
activities during the extended period to be capped at $900,000

e 11 August 2017—the implementation reset period was extended to 1 September 2017 and
the cap for in-flight activities increased to $1,750,000

e 31 August 2017—the implementation reset period was extended to 22 September 2017 and
the cap for in-flight activities extended to $2,350,000

e 27 September 2017—the implementation reset period was extended to 3 November 2017

¢ 9 November 2017—the implementation reset period was extended to the earlier of the date
of execution of the contract variation or 31 January 2018

e 15 December 2017—a variation and restatement deed was executed

e 2 October 2018—a variation, restatement settlement, and release deed was signed by the
parties whereby three change requests were formalised as variations to the agreement and
SPER agreed to pay a settlement of $1,992,000 in relation to the delay notification

e 6 November 2018—the parties agreed to execute a further contract variation (through a
change request) to clarify scope, timing and payment.
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Making contract payments

The initial contract was for $58.76 million in total (to cover both system implementation and
ongoing service fees over an expected seven-year period) and called for 15 payments during
the implementation phase based on project milestones.

SPER made payments of $6.6 million to the vendor for the first seven milestones. It then
became apparent that the contract needed to be renegotiated because the vendor’s solution did
not provide all the elements SPER expected, such as financial management and business
intelligence capability. SPER removed some items from the contract. SPER and the vendor
agreed to move to a time and materials basis so they could continue to work on project activities
while they agreed on revised contract deliverables.

SPER expected the time and materials basis would be a short-term solution while the two
parties agreed terms for a new contract. In February 2017, SPER and the vendor agreed for a
time and materials basis to not exceed $1.9 million and take less than two months. However,
this process took 10 months (which includes a caretaker period for the 2017 state election) and
cost the project $8.35 million. This is further evidence that SPER and the vendor did not have a
common understanding of the project requirements.

The contract variations, in the end, increased the vendor’s revenue with an additional
$10.3 million, as it gave it more fees for the changes.

Figure 2C shows the agreed contract costs.

Figure 2C
ICT component of SPER Reform Program contract costs—main vendor

Implementation fee

Original contract cost for implementation $13,780,609
Milestone payments 1 to 7 (payments under initial contract) $6,612,573
Time and materials (while contract was renegotiated) $8,348,393
Contract restatement (to agree new terms for the contract) $9,108,717
Total contract cost during implementation $24,069,683
Total contract variation for implementation phase $10,289,074

Source: Queensland Audit Office from contract documentation.

The vendor costs were only a part of the costs associated with the ICT component of the
project.

Figure 2D shows the breakdown of actual costs for the SPER ICT component. It shows the high
reliance SPER placed on external advisors, with SPER employee expenses only representing
3.17 per cent of the total project cost.
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Figure 2D
ICT component actual costs of SPER Reform Program*
Cost element $ % of total
Main vendor $22,335,896 42.37
Other ICT vendors $5,194,030 9.85
Assurance/advisory providers $13,778,168 26.13
Contractors $9,741,643 18.48
Employee expenses $1,670,238 3.17
Total $52,719,975 100.0

Note: These costs are based on how SPER allocated costs to the ICT component. There was a further cost of
$24.1 million for business transformation activities.

Source: Queensland Audit Office from SPER documentation.

Managing systems integration

SPER engaged the vendor to provide a wholistic ICT application to support SPER’s ICT
requirements. However, during the implementation, SPER identified that the vendor was unable
to deliver certain components and had to look at alternative vendors for these components,
which included business intelligence, single view customer platform, and general ledger
accounting.

When SPER signed the contract with the vendor in March 2016, the vendor was the sole vendor
for the project. At this point, SPER was responsible for system integration. But as SPER
de-scoped elements from the vendor’s contract and brought in other vendors, it created the
need for a systems integrator role to ensure there was effective coordination of all the ICT
components being developed.

Systems integrator. A systems integrator is a person or company that specialises in bringing
together component subsystems into a whole and ensuring that those subsystems function
together, a practice known as system integration. Each vendor brings in their own architecture
and the application language may be different. As a result, it becomes important that the system
is integrated to function wholistically.

SPER did not appoint a systems integrator. We were advised that SPER considered appointing
a systems integrator but decided not to, because of concerns with cost and its conclusion that
other vendors’ integration points were marginal.

SPER did not have a clear plan on how it would integrate the various components. While SPER
tested individual ICT components, it could not conduct comprehensive testing as the critical
component, the vendor’s SaaS solution, was not available. This meant that SPER could not
ensure the sum of all parts worked as a comprehensive system. It tested components as
stand-alone (such as the data enrichment process, the data washing services, and the single
customer view).

This led to a conflict with the vendor late in the project. The vendor felt that, because SPER did
not perform or appoint a system integrator role, there was a lack of coordination and design
gaps were identified late in the development phase, which required additional time and cost to
remediate. A contract variation in November 2018 stated that one of the planning assumptions
was that SPER is the system integrator and will coordinate overarching design and testing
across all affected third parties.
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Full responses from agencies

As mandated in section 64 of the Auditor-General Act 2009, the Queensland Audit Office gave a
copy of this report with a request for comments to Queensland Treasury and the Department of

Housing and Public Works.
This appendix contains their detailed responses to our audit recommendations.

The heads of these agencies are responsible for the accuracy, fairness and balance of their
comments.
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Comments received from Under Treasurer,
Queensland Treasury

Queensland
Government

Queensland Treasury

Our Ref: 04869-2019
Your Ref: 9194P

Mr Brendan Worrall
Auditor-General
Queensland Audit Office
PO Box 15396

CITY EAST QLD 4002

Dear Mr Worrall

Thank you for your letter dated 17 January 2020 enclosing a copy of the Queensland
Audit Office’s proposed report, Effectiveness of the State Penalties Enforcement
Registry ICT Reform. | appreciate you agreeing to conduct this performance audit
following my referral of the matter to you in March 2019.

| acknowledge the report’s conclusions and thank you for the recommendations the
report makes to improve Queensland Treasury’s governance arrangements.
Queensland Treasury will implement each recommendation as it relates to Treasury as
outlined in the enclosed Response to Recommendations.

Queensland Treasury also looks forward to working with the Department of Housing and
Public Works and the Department of the Premier and Cabinet to implement
recommendation number 3 to ensure that major ICT projects are established with
appropriate governance arrangements before vendors are engaged.

Yours sincerely

Frankie Carroll

Under Treasurer
\Z i & 12020
Encl.

1 William Street

GPO Box 611 Brisbane
Queensland 4oo01 Australia
Telephone +61 7 3035 1933
Website www.treasury.qld.gov.au
ABN 90 856 020 239




Responses to recommendations

Effectiveness of the State Penalties Enforcement Registry ICT reform (Report 10: 2019—-20)

Queensland

® ® Audit Office

Better public services

Queensland Treasury

Effectiveness of the State Penalties Enforcement Registry ICT
reform

Response to recommendations provided by Under Treasurer, Queensland Treasury, on 3 February 2020.

Recommendation Agree/ Timeframe for Additional comments
Disagree implementation
(Quarter and year)
We r 1d that Q 1d Treasury:
6. updates its Audit Commiltee Guidelines— Agree Third quarter 2019- A draft Audit Committee
Improving Accountability and Performance 20 Guidelines — Improving
for departments and statutory bodies to Accountability and
ensure audit committees are required to Performance dealing with
monitor and receive reports from monitoring major ICT projects
management on risks for major ICT will be released for
projects. consultation with departments
and other relevant
stakeholders (including the
QAO) in early February 2020.
7. updates its own audit and risk management  Agree Third quarter 2019-  Queensland Treasury has
committee charter to ensure the committee 20 consulted with the QAO and
monitors risks on Queensland Treasury's other stakeholders regarding
ICT projects, and reports its monitoring a refreshed charter.
activities to Queensland Treasury's Queensland Treasury’s Audit
Executive Leadership Team. and Risk Management
Committee will consider a new
charter at its next scheduled
meeting.
8. reviews its governance structure to: Agree Third quarter 2019-  Queensland Treasury has
20 implemented a new

« avoid conflicts of interest through
duplicate memberships

« clarify the difference for its statutory
officers between their legislative and
management responsibilities

e ensure it has an appropriate mix of
skills on its governance committees.

organisational structure
effective on 2 January 2020.

Queensland Treasury will
implement these
recommendations as part of
its current program of work to
refresh its governance
framework.
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Comments received from Director-General,
Department of Housing and Public Works

Queensland
Government

Our Ref: HPW 00161-2020

Department of
4 Housing and Public Works
2 & JAN 7020

Mr Brendan Worrall
Auditor-General
Queensland Audit Office
PO Box 15396

CITY EAST QLD 4002

Dear Mr W/rrgbll

Performance audit on Effectiveness of the State Penalties Enforcement Registry
(SPER) ICT reform

Thank you for your letter of 17 January 2020 regarding the proposed report to parliament
which was provided to the Department of Housing and Public Works (DHPW).

Overall, DHPW supports the recommendations defined for the SPER reform. Further
analysis will be needed however, to identify any practical limitations on the extent to which
recommendations can be implemented. The enclosed attachment outlines DHPW's
response.

If you require any further information or assistance with this matter, please contact

Ms Irene Violet, Deputy Director-General, Customer and Digital Strategy, DHPW

Yours sincerely

.

oy e

Director-General

Encl.
Level 31 1 William Street Telephone +617 3008 2934
Brisbane Queensland ‘Website www.hpw.qld.gov.au

GPO Box 2457 Brisbane
Queensland 4001 Australia
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Responses to recommendations

® Queensland
® ® Audit Office

Better public services

Department of Housing and Public Works

Effectiveness of the State Penalties Enforcement Registry ICT

reform
Recommendation Agree/ Timeframe for Additional comments
DI 7
(Quarter and year)

We recommend that the Department of Agree Q4 2019/20 The Department of

Housing and Public Works: Housing and Public

1. develops and implements a guideline to Works will review the
assist entities in establishing digital and ICT existing guidance and
contracts (including software as a service supporting tools for the
contracts). Queensland Information
: ; 2 . Technology Contracting

This should include guidance on: framework and improve

e minimum vendor and product due diligence guidance where

e clear contract milestones, break points, and necessary.

pause options to 'stop and rethink’

*  minimum contract management
requirements during implementation
(including reviewing vendor performance)
and post ‘go-live’.

2. works together with the Public Service Agree Q4 2020/1 The Queensland
Commission on strategies to upskill staff Government Customer
within the public service in delivering and and Digital Group
governing ICT projects. (QGCDG) in the

Department of Housing
and Public Works and the
Public Service

Commission will build on
current digital capability
programs, to include
modules that support
project delivery and
project governance.
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®  Queensland
® @ Audit Office
Better public services
Recommendation Aanel Timeframe .for Additional comments
- (Quarter and year)
3. works together with Queensland Treasury Agree Q4 2020/1 The QGCDG will work

al

nd the Department of the Premier and

Cabinet to ensure that major ICT projects are

e
a

stablished with appropriate governance
rrangements before vendors are engaged.

Project steering committees should:

be staffed with appropriate skills and
experience

include whole-of-government
representation where appropriate

include members who are independent of
the entity

contribute to decisions about minimum
assurance activities

integrate effectively with an entities’ other
governance groups and avoid duplication
of membership across governance
groups

understand the risks and benefits of
alternative approaches to project
delivery—iterative/agile versus large
scale transformation and how to contract
appropriately.

with Queensland
Treasury and The
Department of the
Premier and Cabinet to
agree a process for joint
oversight of the Start Up
process of major ICT
enabled initiatives, (those
requiring CBRC
consideration and Level 4
Assurance) ensuring
appropriately skilled,
independent and diverse
governance capabilities
are available to support
initiatives.
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®  Queensland
® ® Audit Office

Better public services
Recommendation Agree/ Timeframe for Additional comments
Disagree implementation
(Quarter and year)
4. revises its investment review and project Agree Q2 2020/1 The QGCDG will target

assurance guidance to:

e ensure project steering committee
members understand that they are
empowered to stop projects and rethink
their position at every stage

e enhance the availability of reporting of
historic recommendations and lessons
learned.

capability building for
those governing project
steering committees to
support best practice
decision making at gates
and project milestones
based upon the
recommended best
practice within the QGEA
“directing a project”
Investigate options for an
ICT specific board
induction training to its
suite of assurance

products

The lessons learned
from, successful
initiatives and those that
have experienced
challenges will be
presented to inform
assurance guidance, as
well as capability building

for project steering
committees.
5. improves transparency of major ICT projects The QGCDG will
by requiring all departments to publish data program and plan for
on the digital projects dashboard, and a more amendments to the
detailed report to the Office of Assurance and dashboard as part of
Investment, for projects that end prematurely. future releases.
At a minimum, the data to be published on
the digital project dashboard should include
the following information about the project:
e project and department name
e investment objectives
e date the project started, key milestones,
and significant project journey events
such as scope change, cost re-evaluation
and delivery delay events
e reasons explaining why the project ended
prematurely
The report to the Office of Assurance and The QGCDG has

Investment should also include at a
minimum:

commenced a process
for formal closure review
for Level 4 initiatives.
This will be extended to
include all projects that
end prematurely.
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®  Queensland
® ® Audit Office

Better public services

Recommendation Agree/ Timeframe for
Disagree implementation
(Quarter and year)

Additional comments

e lessons learned

e the impact of not achieving the intended
investment objectives within the originally
stated time frames

e total costs incurred, broken down by
sunk, capitalised and operational costs

e benefits achieved while the project was
in-flight and whether the department will
use some of the project deliverables.
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Operating model comparisons

Figure B1 compares the two service delivery models the State Penalties Enforcement Registry
(SPER) considered.

Figure B1
Comparison of service delivery models

Feature Debt service manager Software as a service
model— model—
May 2014 May 2015
Outsourcing Total Partial
\
Services to be provided by e Provide software as a service e Provide software as a
vendor service

o Manage the debt register

¢ Manage the collection of a * Ongoing advice regarding
portion of the penalty debts business intelligence, data
referred to SPER through a analytics, and other matters

panel of private sector debt specific to debt collection
collection agencies without direct involvement in

the collection of debts

Debt collection services SPER only manages SPER manages all debt
retained by SPER non-commercial debt (hardship collection
cases and debtors who can but
will not pay)
\
System owner Vendor Vendor
[ I
SPER requirements Vendor accountable for A system that supports SPER to
outcomes which meet minimum achieve its outcomes and which
system requirements. meets system requirements.

Source: Queensland Audit Office.
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C.

Audit objectives and methods

Performance engagement

This audit has been performed in accordance with the Standard on Assurance Engagements
ASAE 3500 Performance Engagements, issued by the Auditing and Assurance Standards
Board. This standard establishes mandatory requirements, and provides explanatory guidance,
for undertaking and reporting on performance engagements.

Audit objective and scope

The objective of the audit was to assess whether the State Penalties Enforcement Registry
(SPER) information and communication technology (ICT) project was governed effectively.

We assessed whether SPER:

o established an effective project board and governance processes to provide oversight of the
SPER ICT project

e applied appropriate procurement processes for the SPER ICT solution and effectively
managed the contract with the successful vendor

e used an approved Queensland Government project methodology to effectively manage and
administer the SPER ICT project.

Scope exclusions
We did not, as part of this audit, examine the effectiveness of:

e activities conducted by the vendor for the SPER Reform Program
¢ the business transformation component of the SPER Reform Program

e SPER'’s decision to terminate its contract with the vendor (which is subject to the dispute
resolution process between SPER and the vendor).

Entities subject to this audit

¢ Queensland Treasury (in particular, SPER)

¢ Queensland Government Chief Information Office (QGCIO)

Audit approach

We conducted the audit in accordance with the Auditor-General of Queensland Auditing
Standards—December 2019, which incorporate the requirements of standards issued by the
Australian Auditing and Assurance Standards Board.

The audit included:

¢ interviews with staff from Queensland Treasury, the Queensland Government Chief
Information Office and some of the consultants SPER used for the project

e review of project and contract documents, and analysis of project cost data

e requesting input from the vendor on its perspectives on the effectiveness of SPER’s project
governance.
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Training Management System

In 2012, the then Department of Education and Training was delivering vocational education
and training services on 28 systems and web portals that were up to 20 years old with limited
flexibility.

The Training Management System project was intended to deliver more efficient and effective
delivery of vocational education and training services, with benefits to include:

e improved access and user experience for clients

e better reporting and information sharing

e increased ability to evaluate training effectiveness and target training investment

e increased agility to respond to changes in legislation and policy.

The then Department of Education and Training developed a business case with options to
replace these systems with a single solution in 2012. It undertook procurement processes in
2013-14 and mid-2015. The launch of the single solution was originally planned for July 2017.

The Department of Employment, Small Business and Training decided to end the project in
2018 before the system was delivered. The department leveraged over 4,000 documents
created during the project, including detailed system requirements and process mapping. The
estimated cost of the project was $34 million.

Since then, the department has continued to simplify and refine business processes and
strengthen existing business systems. The department is currently using artefacts and
information gathered during the project to inform and implement its digital strategy.
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Audit and report cost
This audit and report cost $315,000 to produce.
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