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Auditor-General’s foreword

This year, the emergence of COVID-19 presented challenges for local governments on a never
before seen scale. Local councils are the first line of connection to communities; providing
Queenslanders with essential services, which involves a high level of interaction. The resources
councils needed to deliver these services were put under immense pressure.

The task councils also faced in delivering on their financial reporting accountabilities should not
be underestimated. | wish to recognise and thank them for their efforts. Most councils ensured
they could provide us with their data and information when faced with the need to work more
remotely. This meant we could deliver our audit and assurance services and prepare our
reports to parliament in line with our planned time frames.

| also wish to thank my workforce—Queensland Audit Office staff and our audit service
providers—for their dedication during this busy and unique period. | recognise how committed
they were to our ethos of service delivery and in supporting our clients.

Our new ways of engaging from afar during the pandemic meant we could continue to share our
insights and advice with our clients on an ongoing basis and maintain our working relationships.
When restrictions began to lift, we appreciated more than ever the value of in-person
engagement. My team and | visited some councils in western Queensland to hear about their
experiences during the pandemic and to receive feedback on our services. We have more visits
across Queensland planned for the coming year.

We do not know what 2021 will bring, but we know the impacts of the pandemic will be enduring
for years to come. The state and federal governments have heavily relied on borrowings, to
stimulate the Queensland and Australian economies. Councils will need to consider the impact
of the pandemic to their overall sustainability and how they continue to provide the essential
services to their communities in a cost affordable manner.

We will all apply our learnings from 2020 to manage change, and emerging and new risks, and
to further refine and improve our processes. | believe councils and QAO will continue to
successfully work together as part of a shared commitment to the Queensland community.

rl'/g(\' (2~ A _r_‘

Brendan Worrall
Auditor-General
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Report on a page—results of
our audits

This report summarises the audit results of Queensland’s 77 local government entities
(councils) and the entities they control.

Financial statements are reliable

As at the date of this report, 75 of 77 councils (2019: 73 of 77) had completed their financial
statements. This was a significant achievement given the challenges presented by COVID-19
and the substantial turnover in elected representatives following the March 2020 local
government elections.

The financial statements of councils, and the entities they control, are reliable and comply with
relevant laws and standards.

COVID-19 travel restrictions and responding to community needs on short notice meant some
councils were unable to value their assets in a timely manner and most councils had not fully
assessed the impact of three new accounting standards on their financial statements. Together,
these factors led to a decline in the timeliness and quality of the financial statements.

Financial sustainability continues to deteriorate

Councils’ financial performance continued to deteriorate in 2020. This was not unexpected.
Travel restrictions, community lockdowns and initiatives to support their communities through
the pandemic, meant councils earned lower revenue (waiving or discounting revenue from car
parking, dining, and reduced patronage at public facilities and airports). And they incurred more
expenditure (higher employee costs by bringing forward capital projects, maintaining quarantine
facilities and border controls, and increased cost of cleaning of council and public facilities). This
resulted in 70 per cent of Queensland councils spending more than they earned in 2020, which
is 25 per cent worse than last year.

Most councils with a high reliance on grants from state and federal governments have
consistently incurred operating losses each year for the last five years. We have found that
these councils that regularly incur operating losses often have weak strategic planning, asset
management, and financial management practices. That said, planning for financial
sustainability is a challenge for these councils because the current funding model provides
grants to councils largely on a year-by-year basis, making medium- to long-term planning
difficult.

The Department of State Development, Infrastructure, Local Government and Planning (the
department) could assist councils by providing greater baseline funding certainty with multi-year
grant programs. The department could also work with councils to improve financial and asset
management capability.

As of 30 June 2020, 25 councils are at a high risk of not being financially sustainable. This is
four more councils than last year and represents approximately one-third of the sector.

Since 2013, the department has used three financial ratios to measure the sustainability of
councils. These ratios set specific benchmarks that are applied to all the councils, regardless of
their size and circumstances. The department recognises the need to update its sustainability
measures and is developing options for new measures.
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Report on a page—internal
controls

Councils need to strengthen their governance

Each year, we assess councils’ internal controls—the people, systems, and processes they use
to achieve their objectives, prepare reliable financial reports, and comply with applicable laws.
All weaknesses need to be addressed, but some of them are significant and should be
prioritised.

Between 2017 and 2019, councils made progress in resolving the weaknesses in their internal
controls. Despite this recent progress, the change to the working environment this year has
contributed to an increase in the number of significant weaknesses in internal controls.

More than one-third of councils do not have appropriate processes in place to identify and
manage their strategic and operational risks. This exposes them to a higher risk of not being
able to meet their objectives, or operational failures, fraud or error.

Also of concern is that, as at 30 June 2020, 10 councils (2019: 12 councils) still did not have an
audit committee nor an active internal audit function. In addition to that, six councils (2019: six
councils) did not have an audit committee and two councils (2019: one council) did not have an
active internal audit function. An effective audit committee and internal audit function help
councils ensure their internal controls are effective, risk management and financial reporting
processes are strong, and audit recommendations are resolved in a timely manner. This
enhances governance and increases councils’ ability to run their businesses effectively and
efficiently.

Information systems are vulnerable

We continue to identify weaknesses in the controls councils use to secure their information
systems. We found inappropriate user access to systems, unauthorised installation of
applications on council networks, inadequate segregation of duties (to make sure there are
checks in place), and poor password practices.

Information systems are open to cyber attacks, and this year one council was the victim of a
successful ransomware attack, resulting in disruptions to its financial and operational activities.

Councils need to appropriately secure access to their financial systems, as they underpin the
integrity of their financial reporting and operations.

Procurement and contract management processes
need to be improved

Some councils are not following established procurement processes to demonstrate they have
obtained value for money or prove they had the appropriate approvals to obtain goods and
services.

In addition, some councils do not have a contract register containing all the necessary
information (for example, start and end dates of the contract) they need to manage their
contracts effectively. This exposes them to various financial and reputational risks, including the
risk of their suppliers not delivering on agreed terms.
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Recommendations for councils

We make the following recommendations to the councils:

Improve financial reporting by strengthening month-end and year-end financial reporting
processes

REC 1

Councils should strengthen their month-end and year-end processes to assist with timely
and accurate monthly internal financial reporting and their annual financial statements.

We recommend all councils use their recent financial statement preparation experiences to
perform an initial self-assessment against the maturity model available on our website.

Improve valuation and asset management practices

REC 2

e Councils need to engage with asset valuers early to complete the valuation of assets
well before year end.

e Councils need to use accurate information in their long-term asset management
strategies and budget decisions.

e Councils need to regularly match the asset data in their financial records to the asset
data in their engineering/geographic information systems to ensure it is complete and
reliable.

Strengthen security of information systems

REC 3

We recommend all councils strengthen the security of their information systems. Councils
rely heavily on technology, and increasingly, they have to be prepared for cyber attacks. Any
unauthorised access could result in fraud or error, and significant reputational damage.
Councils’ workplace culture, through their people and processes, must emphasise strong
security practices to provide a foundation for the security of information systems.

All entities across the local government sector should:

e provide security training for employees so they understand the importance of maintaining
strong information systems, and their roles in keeping them secure

e assign employees only the minimum access required to perform their job, and ensure
important stages of each process are not performed by the same person

e regularly review user access to ensure it remains appropriate

e monitor activities performed by employees with privileged access (allowing them to
access sensitive data and create and configure within the system) to ensure they are
appropriately approved

e implement strong password practices and multifactor authentication (for example, a
username and password, plus a code sent to a mobile), particularly for systems that
record sensitive information

e encrypt sensitive information to protect it

e patch vulnerabilities in systems in a timely manner, as upgrades and solutions are made
available by software providers to address known security weaknesses that could be
exploited by external parties.

Councils should also self-assess against all of the recommendations in Managing cyber

security risks (Report 3: 2019-20) to ensure their systems are appropriately secured.
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Improve risk management processes

REC 4

Councils should have a complete and up-to-date risk management framework including:

e comprehensive risk registers that identify risks (including the risk of fraud) and
appropriate risk mitigation strategies

e current and relevant business continuity and disaster recovery plans and that these
plans are tested periodically.

Enhance procurement and contract management practices

REC 5

e Councils need to ensure they obtain value for money for the goods and services they
procure and that they have the appropriate approvals to procure the goods and services.

o To effectively manage their contractual obligations, councils should ensure their contract
registers are complete and contain up-to-date information.
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Recommendations for the
department

We make the following recommendations to the Department of State Development,
Infrastructure, Local Government and Planning (the department).

Require all councils to establish audit committees

REC 6 | We continue to recommend that the department requires all councils to establish audit
committees and that the chairperson of this committee is independent of council and
management.

In light of the difficulties some councils have faced with internal control weaknesses, fraud,
ransomware, and achieving financial sustainability, this is more important now than ever.

Makes changes to sustainability ratios

REC 7 | We recommend that the department develops new financial sustainability ratios for
Queensland councils. In developing these ratios and associated targets, we recommend that
the department considers the different sizes, services, and circumstances of the various
councils.

We also recommend that the new financial sustainability ratios be established in time for the
year ending 30 June 2022.

Provide greater certainty over long-term funding

REC 8 | Werecommend that the department reviews its current funding model to identify
opportunities to provide funding certainty to councils beyond one financial year. A three- to
five-year funding model would assist councils, especially those heavily reliant on grants, to
develop and implement more sustainable medium- to long-term plans.

Provide training to councillors and senior leadership teams around financial governance

REC 9 | We recommend that the department provides periodic training to councillors and the senior
leadership team for councils that are highly reliant on grants. The training should focus on
helping these councils:

e establish strong leadership and governance
e enhance internal controls and oversight

e improve financial sustainability in the long term.

Reference to comments

In accordance with s. 64 of the Auditor-General Act 2009, we provided a copy of this report to
relevant entities. In reaching our conclusions, we considered their views and represented them
to the extent we deemed relevant and warranted. Any formal responses from the entities are at

Appendix A.
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1.

Overview of entities in this
sector

Figure 1A
Entities in the local government sector

The Department of State
Development, Infrastructure, Local
Government and Planning administers
the local government system and
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funding program. It continues to pursue
DEPARTMENT reforms to strengthen integrity and
clarity of council decision making.
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by councils to assist in discharging
their corporate objectives.
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Local governments, also known as
councils, provide a wide range of
community services such as roads,
water and waste, and in some cases
aged care and child care.

Source: Queensland Audit Office.
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2. Results of our audits

This chapter provides an overview of our audit opinions for the local government sector.

Chapter snapshot

Decrease in quality and timeliness of reporting

75 unmodified opinions for councils
A 2 from 2018-19

61 council statements signed by their legislative
deadline
V¥ 7 councils from 2018-19

22 councils made no adjustments to draft statements
¥ 15 councils from 2018-19

67 unmodified opinions for council-related entities
2018-19: 72 unmodified opinions for council-related entities

e Enhance month-end and year-end financial reporting processes.

¢ Improve valuation and asset management practices.

We express an unmodified opinion when the financial statements are prepared in accordance
with the relevant legislative requirements and Australian accounting standards.

We issue a qualified opinion when the financial statements as a whole comply with relevant
accounting standards and legislative requirements, with the exceptions noted in the opinion.
We include an emphasis of matter to highlight an issue of which the auditor believes the users
of the financial statements need to be aware. The inclusion of an emphasis of matter paragraph
does not change the audit opinion.

Challenges faced by local government in 2020

Unpredictable change and new challenges impacted councils’ financial performance and
reporting processes this year, which in turn affected their ability to finalise their financial
statements in a timely manner.

Against the COVID-19 backdrop of physical distancing, lockdowns and border closures,
councils needed to support their communities with various relief measures while continuing to
deliver essential services. Council staff also had to quickly enhance their information technology
systems to support a more mobile workforce.
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Councils contended with the introduction of three new accounting standards, which were
complex. But earlier and more timely planning by councils over the past three years may have
alleviated some of the pressures these presented.

Local government elections in March 2020 created further change, with 272 new elected
members (making up approximately half of all councillors). This required a period of induction
for new members and meant councils revisited their priorities and strategic direction in some
areas.

Audit opinion results

Status of audit of financial statements

At the date of this report, we had issued audit opinions for 75 councils (2019: 73 councils) and
67 of the entities they control (2019: 72 controlled entities). Of the 75 councils we issued audit
opinions for:

e 61 councils (2019: 68 councils) met their legislative deadline
e 10 councils (2019: four councils) met the extended time frame granted by the minister

e four councils (2019: nil) did not meet their legislative deadline.

The council financial statements we signed are reliable

We found that the 75 councils’ financial statements were reliable -
and comply with relevant laws and standards. Of these, we For the first time in

included an emphasis of matter in our audit reports of two councils three years, N
to highlight: Doomadgee Aboriginal

Shire Council met its
e uncertainty over Wujal Wujal Aboriginal Shire Council’s ability to ~ statutory deadline and

repay its debts as and when they arise received an unmodified
opinion. This is a good
¢ that Mount Isa City Council did not recognise an obligation to result.

remediate its landfills.

Two controlled entities—Artspace Mackay Foundation and Local Buy Trading Trust—received
qualified opinions because they were unable to provide us with enough evidence to
demonstrate the completeness of the revenue they recorded.

We also included emphases of matter in our audit reports for 11 controlled entities for the
following reasons:

¢ nine controlled entities decided to wind up their operations
e one controlled entity was reliant on financial support from its parent entity
e one controlled entity was unable to pay its debts as and when they fall due.

Appendix E provides the results of the financial audits.

Entities exempt from audit and those we do not issue an audit
opinion for

Not all local government entities are required to prepare financial statements or are required to
be audited by the Auditor-General. Appendices F and G list these entities.
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Status of unfinished audits from previous years

At the time we tabled Local government entities: 201819 results of financial audits (Report 13:
2019-20) in February 2020, four councils and six council-related entities had not finalised their
financial statements. All of them subsequently finalised their financial statements (including
financial sustainability reports for the councils).

Palm Island Aboriginal Shire Council received a qualified opinion regarding completeness and
accuracy of the revenue it reported. We also included an emphasis of matter in our audit
opinion drawing attention to an ongoing investigation by the Crime and Corruption Commission.

Doomadgee Aboriginal Shire Council received a qualified opinion, as the depreciation expense
(which measures wearing out of assets) it recognised in its financial statements for the previous
year was incorrect.

For two council-related entities—Major Brisbane Festivals Pty Ltd and Townsville Breakwater
Entertainment Centre Joint Venture—we included an emphasis of matter in our audit opinion
about their ability to pay debts as and when they fall due.

The other two councils and the remaining four council-related entities all received unmodified
opinions.

Appendix H provides a full list of these entities and the results of their audits.

Financial statement preparation processes

Figure 2A
Financial statement preparation processes
Year-end Timeliness Quality
processes

47%

(o)
fully 6.2 7o
implemented timely
No change v33% v17%
compared to 2018-19 compared to 2018-19 compared to 2018-19

Source: Queensland Audit Office.

This year, we noted a decline in the timeliness and quality of local government financial
statements. Travel restrictions and community lockdowns impacted councils’ ability to complete
independent valuations of their assets in a timely manner. Audit teams also needed to shift
when they visited councils and how to complete their work.

Our assessment of the effectiveness of each council’s financial statement preparation
processes is included in Appendix J.
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Common issues with financial statement preparation
processes

Councils were generally under-prepared for the changes arising
from the new accounting standards

This year, councils adopted three new Australian accounting standards, which became
mandatory for the first time. Two related to how revenue is recognised in financial statements,
and one was about the leasing of assets.

Implementation of the new accounting standards resulted in an increase to the sector’s total
liabilities of $983 million (or 11 per cent). This is offset by a $528 million increase in assets.

These accounting standards had been in place for at least three years before they became
mandatory in 2019-20. However, most councils did not use this time to determine the impact
these accounting standards would have on their financial statements until late in the 2019-20
financial year. This contributed to the decline in the quality and timeliness in finalising financial
statements compared to the previous years.

Most councils also recorded the impact of the new accounting standards only as a part of their

year-end financial statement process, meaning that the balances they reported in their monthly
financial reports were incorrect. This may have affected decisions made by elected members—
who rely on the monthly financial reports when considering where to spend money.

Ineffective month-end and year-end processes

Councils perform processes at the end of each month and year that assist in the preparation of
their financial statements. In conducting the audit, we consider the systems and processes
(internal controls) councils use to prepare financial reports and comply with applicable laws.

We identified 65 deficiencies in the internal controls across 29 councils, where those councils
did not follow good accounting practices in preparing their month-end and year-end financial
reports. This year, these processes were impacted not only by the introduction of the three new
accounting standards, but also by changes in working arrangements due to COVID-19.

The most common deficiencies identified included:

e reconciliation (matching) of important balances in the financial statements with supporting
documents not being performed in a timely manner or not performed at all

e quality review by council management over month-end and year-end financial reports was
either inadequate or did not occur.

Financial statement preparation maturity model

A council’s effectiveness in preparing financial statements is influenced by the strengths and
weaknesses of its financial reporting processes. Councils with good, established processes
produce good quality month-end and year-end financial reports. This enables them to achieve
more timely and higher-quality financial statements, because the year-end processes are an
extension of the month-end processes.

We have developed a reporting tool for assessing financial statement preparation—the financial
statement preparation maturity model. This model will assist councils in identifying improvement
opportunities in their financial reporting processes and can be adapted for entities of different
sizes and circumstances. This model is available on our website.


https://www.qao.qld.gov.au/reports-resources/better-practice
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Recommendation for all councils

Improve financial reporting by strengthening month-end and year-end financial reporting
processes (REC 1)

Councils should strengthen their month-end and year-end processes to assist with timely and accurate
monthly internal financial reporting and their annual financial statements.

We recommend all councils use their recent financial statement preparation experiences to perform an
initial self-assessment against the maturity model available on our website.

Councils continue to find valuation processes, asset
management plans, and asset data maintenance a challenge

As of 30 June 2020, councils reported total property, plant and equipment assets of $112 billion
(2019: $107 billion). The valuation activities undertaken by councils in relation to these assets
are complex, with most councils relying on the expertise of external valuers to assist in
determining fair values (the amounts for which the assets could be exchanged in a fair
transaction).

Asset valuation continues to be one of the year-end processes most often not completed in a
timely manner. COVID-19 travel restrictions made it even more complex this year, with valuers
unable to visit some communities to assess the value of the assets.

Councils that engaged with their valuers early in the financial year were able to complete their
asset valuations in a timely manner and were able to reflect the changes in the asset values
before producing their financial statements.

Assessing the fair value of assets provides councils with the approximate cost of replacing an
asset in the future—in today’s dollars. This, combined with asset management plans, helps
councils with their decisions on when to maintain, renew or replace assets.

As at 30 June 2020, 11 councils (2019: 13 councils) have outdated or incomplete asset
management plans. Of these, four have populations more than 20,000 and three of them are
experiencing population growth. This is relevant because planning is particularly important for
large and growing councils.

Asset management is critical to the long-term sustainability of the local community. If councils
do not budget appropriately for the significant cost of maintaining, replacing, or upgrading
assets, they risk being unable to provide safe and consistent services to the community.

An effective asset management plan is reliant on good data about assets. Asset data is
maintained on councils’ financial systems and on the geographic information systems they use
to capture, store, and manage the detailed components of their assets (such as roads, bridges,
and dams). The data in these two systems should be reconciled (matched) periodically and any
differences should be resolved in a timely manner.

We continue to see councils identifying ‘found assets’ that they have not previously recorded in
their financial systems. This primarily arises from not reconciling the asset data between the
financial systems and geographic information systems. This year, nine councils (2019:

10 councils) that reported found assets made changes to their financial statements for a total
amount of $230 million (2019: $497 million).

To ensure effective decision-making and efficient use of public money, the engineers (who build
and maintain assets) and accountants (who manage the finances) must work with the same
asset data. When this is not the case, a council’s decisions may be compromised, and it is at
risk of wasting public money.
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Recommendation for all councils
Improve valuation and asset management practices (REC 2)

e Councils need to engage with asset valuers early to complete the valuation of assets well before
year end.

e Councils need to use accurate information in their long-term asset management strategies and
budget decisions.

e Councils need to regularly match the asset data in their financial records to the asset data in their
engineering/geographic information systems to ensure it is complete and reliable.
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Internal controls in local
governments

Internal controls are the people, systems, and processes that ensure an entity can achieve its
objectives, prepare reliable financial reports, and comply with applicable laws. Features of an
effective internal control environment include:

e a strong governance framework that promotes accountability and supports strategic and
operational objectives

e secure information systems to maintain the integrity of data
e robust policies and procedures, including appropriate financial delegations
¢ regular monitoring by management and internal audit reviews.

This chapter reports on the effectiveness of councils’ internal controls and highlights important
challenges for the local government sector. Appendix J provides a more detailed assessment.

Where we identify weaknesses in the controls, we categorise them as either ‘deficiencies’,
which need to be addressed over time, or ‘significant deficiencies’, which are high risk and need
to be addressed immediately.

Chapter snapshot

Increase in unresolved significant deficiencies

95 recommendations for 1 40 unresolved recommendations
significant deficiencies for significant deficiencies at
raised with councils the end of the year
during the year councils should give priority to
(85in 2019) addressing these weaknesses
(133in 2019)
resolved recommendations made to
88 recommendations for 790 councils
significant deficiencies to strengthen internal controls
by councils addressing (834 in 2019)

significant weaknesses
(118 in 2019)

for councils

e Strengthen controls over information systems to protect financial and
other information.

e Improve risk management processes.
e Enhance procurement and contract management practices.

1 recommendation
for the Department of State Development,
Infrastructure, Local Government and Planning

¢ Require all councils to establish audit committees.
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Strong governance is needed to resolve weaknesses
In internal controls

Between 2017 and 2019, councils made significant progress in addressing the weaknesses in
their internal controls by reducing the number of unresolved significant issues.

However, in 2020, we identified 228 significant issues, with 140 (2019: 133) of these issues yet
to be resolved at 30 June 2020.

We understand that the challenges imposed by COVID-19 may have made it more difficult to
resolve these deficiencies. But the working from home arrangements required by COVID-19
make it more crucial that councils strengthen their oversight of internal controls and address the
identified weaknesses.

The local government elections in March 2020 resulted in turnover of approximately 50 per cent
of the elected officials. Following the elections, there were also changes in chief executive
officers (CEOs) at a number of councils. Elected officials and CEOs dictate the tone at the top
and shape the culture of the organisation, which in turn drives the overall control environment.

Having an effective audit committee and an active internal audit function can assist in providing
the right advice to these elected officials and CEOs and help them resolve these significant
issues in a timely manner.

Figure 3A shows the total significant deficiencies we have identified in the sector and the
number that have remained unresolved over the last five years.

Figure 3A
Total significant issues and unresolved significant issues
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Source: Queensland Audit Office.

Audit committees and internal audit

In our previous reports, we have stressed the importance of audit committees and internal audit
functions to the overall control environment of councils.

An effective audit committee is an important element of good governance. It plays a pivotal role
in ensuring management fulfils its responsibilities relating to financial reporting, internal control
systems, risk management systems, and internal audit.

Effective internal audit functions provide unbiased assessments of an organisation’s operations
and continuous review of the effectiveness of governance, risk management, and control
processes. Internal auditors evaluate risks and can assist in establishing effective fraud
prevention measures by assessing the strengths and weaknesses of controls.
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As at 30 June 2020, 10 councils (2019: 12 councils) do not have either an audit committee nor
an active internal audit function. In addition, a further:

e six councils (2019: six councils) still do not have an audit committee

e two councils (2019: one council) do not have an internal audit function or have had no
internal audit activity during the year.

In each case, this weakens the council’s governance, resulting in more internal control
breakdowns, poor financial processes, and a higher risk of being financially unsustainable.

Together, these councils accounted for more than 50 per cent of the unresolved significant
deficiencies in the sector. Three of these councils have not met their statutory deadline for
financial reporting for the last two years.

Most of these councils are highly reliant on grants and are deemed to be at a higher risk of
being financially sustainable. These councils are already under financial pressure and see the
cost of establishing an audit committee and an internal audit function as additional burden on
their already deteriorating financial results. Often located in remote areas of Queensland, these
councils are challenged with sourcing:

¢ independent audit committee members with the right skills and experience
¢ internal audit service providers at a reasonable cost.

Advancements in technologies such as videoconferencing and remote working capabilities now
provide opportunities for these councils to engage the right candidates to establish an effective
audit committee and internal audit function, at a lower cost.

Recommendation for the Department of State Development, Infrastructure, Local
Government and Planning

Require all councils to establish audit committees (REC 6)

We continue to recommend that the department requires all councils to establish audit committees and
that the chairperson of this committee is independent of council and management.

In light of the difficulties some councils have faced with internal control weaknesses, fraud,
ransomware, and achieving financial sustainability, this is more important now than ever.

Common internal control deficiencies

In this section of the report, we describe the common issues we have identified with internal
controls at councils.

Security of information systems

Each entity uses its information systems extensively to process the information for its financial
statements. Weaknesses in controls over information systems increase the risk of undetected
errors or financial loss, including from fraud.

This year, there has been a significant increase in external attacks, as cyber criminals attempt
to take advantage of changes in working arrangements necessitated by the COVID-19
pandemic.

This year, weaknesses in one Queensland council’s internal controls meant its systems were
not adequately protected, and a successful cyber attack had a significant impact on its
operations. This is described in Case study 1 (Figure 3B).
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Figure 3B
Case study 1

Impact of cyber attack on a council

This year, one regional council was subject to a ransomware attack. A ransomware attack is a form of a
cyber attack where the attacker gains access to information systems and demands a ransom to return
the information.

The cyber attacker gained access to all council systems, including the backup data that was stored on
the council’s network.

The impacts of this attack were:

e the council was unable to access systems and information, with full restoration taking an extended
period (for example, payroll and creditors had to be paid manually for five weeks)

e normal activities could not be performed or were delayed (for example, the council was unable to
prepare monthly financial management reports)

o key staff, including information technology staff and contractors, needed to work extended hours to
resolve the situation

¢ significant time was spent by council staff in dealing with various parties and investigating the source
of the data breach.

The council has now taken action to strengthen its controls, including:

e understanding the ways that external parties (such as suppliers, banks, and the public) access the
council’s network, and what opportunities this could provide to external attackers

o strengthening its password controls

e increasing staff training on the risks associated with emails, and opening attachments and clicking
links

e engaging independent professional experts to periodically test the security controls on its
information systems and provide recommendations for improvements.

This matter was reported to the Queensland Government Cyber Security Unit of the Queensland
Government Customer and Digital Group (formerly the Queensland Government Chief Information
Office).

This incident highlights the importance of cyber security for all councils, not just large or higher-profile
councils.

Source: Queensland Audit Office.

Cyber threats will continue and are likely to increase. Councils need to remain vigilant in
managing their cyber security risks, which means promptly addressing internal control
weaknesses.

As of 30 June 2020, 32 councils did not have sufficient controls in place to protect their
information systems. Common weaknesses we identified in the security of information systems
this year include the following:

e Access to systems was not restricted to current employees.

e Employees were given access to perform multiple activities in a process (meaning there was
not enough segregation of responsibilities at different stages of the process), or activities
beyond what they needed to perform their job.

o The activities of employees with privileged access (allowing them to access sensitive data
and create and configure within the system with no restrictions) were not monitored to
ensure they were appropriately approved.

o Employees were assigned incorrect delegations in the finance system, increasing the risk of
unauthorised transactions.

e Security settings allowed unapproved applications to be installed on council networks,
increasing the risk of malware and cyber attacks.

e Passwords were not sufficiently complex (so could be easily guessed) or were not required
to be changed regularly.
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Recommendation for all councils
Strengthen security of information systems (REC 3)

We recommend all councils strengthen the security of their information systems. Councils rely heavily
on technology, and increasingly, they have to be prepared for cyber attacks. Any unauthorised access
could result in fraud or error, and significant reputational damage.

Councils’ workplace culture, through their people and processes, must emphasise strong security
practices to provide a foundation for the security of information systems.

All entities across the local government sector should:

e provide security training for employees so they understand the importance of maintaining strong
information systems, and their roles in keeping them secure

e assign employees only the minimum access required to perform their job, and ensure important
stages of each process are not performed by the same person

e regularly review user access to ensure it remains appropriate

e monitor activities performed by employees with privileged access (allowing them to access
sensitive data and create and configure within the system) to ensure they are appropriately
approved

e implement strong password practices and multifactor authentication (for example, a username and
password, plus a code sent to a mobile), particularly for systems that record sensitive information

e encrypt sensitive information to protect it

e patch vulnerabilities in systems in a timely manner, as upgrades and solutions are made available
by software providers to address known security weaknesses that could be exploited by external
parties.

Councils should also self-assess against all of the recommendations in Managing cyber security risks

(Report 3: 2019-20) to ensure their systems are appropriately secured.

Risk management

Councils operate in a complex environment and are subject to risks from internal and external
forces. We found that 29 councils do not have sufficient risk management processes in place to
identify and manage these risks. As a result, they face a greater likelihood of loss, or of failing to
achieve their objectives.

Common issues relating to risk management include the following:
e Councils either do not have a risk management framework or have one that is very outdated.
e Councils do not have a complete risk register that captures the risks they are exposed to.

¢ Councils either have no business continuity and disaster recovery plans, or these plans are
in draft that have neither been approved nor tested to confirm they would be effective in the
event of a disaster.

¢ Councils have either not completed a fraud risk assessment or have not adequately
assessed their risk of fraud.

Recommendation for all councils
Improve risk management processes (REC 4)

Councils should have a complete and up-to-date risk management framework including:

o comprehensive risk registers that identify risks (including the risk of fraud) and appropriate risk
mitigation strategies

e current and relevant business continuity and disaster recovery plans and that these plans are
tested periodically.




Local government 2020 (Report 17: 2020-21)

Procurement and contract management

Over the last five years, on average, councils spent approximately $7.7 billion on goods and
services each year. This year, we identified deficiencies in procurement and contract
management controls in 32 councils. We recommend that these councils strengthen their
internal controls to ensure they achieve value for money for their communities in their
purchasing activities. The common deficiencies we identified this year include the following:

Councils were unable to demonstrate they obtained value for money from their procurement
process. This was generally due to

— not obtaining sufficient tenders/quotes for the purchase of goods or services

— insufficient documentation resulting in perceived transparency issues for supplier
tendering and selection processes.

Councils approved the purchase of goods and invoices after they were received, instead of
before they were ordered.

Councils either did not have a contract register or did not have a complete contract register
that would enable them to effectively manage their contracts.

A contract register is a list of all contracts that a council has entered into with its vendors and
contains important information such as:

start and end date of the contract

total contracted amount and annual amounts
contract manager assigned to the contract
link to or reference to a copy of the contract

trigger date for renewal of the contract.

Recommendation for all councils

Enhance procurement and contract management practices (REC 5)

Councils need to ensure they obtain value for money for the goods and services they procure and
that they have the appropriate approvals to procure the goods and services.

To effectively manage their contractual obligations, councils should ensure their contract registers
are complete and contain up-to-date information.




Local government 2020 (Report 17: 2020-21)

4. Councils’ financial performance

This chapter analyses the financial performance of councils, with emphasis on their financial
sustainability.

Chapter snapshot

Expenses and liabilities have increased at a
higher rate than revenue and assets

Local government

$12.9 bil. $11.2 bil.

Revenue Expenses
A 1% from 2019 A 3% from 2019

$129.2 bil. $10 bil.

Assets Liabilities
A 6% from 2019 A 16% from 2019

Note: The implementation of new accounting standards contributed to an 11 per cent increase in the sector’s total
liabilities.

The risk to financial sustainability is greater

Figure 4A shows the change in financial sustainability since last year.

Figure 4A
Change in financial sustainability
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Source: Queensland Audit Office.
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How is financial sustainability assessed?

A council’s financial sustainability is linked to the sustainability of its local community. A
sustainable community is one where local businesses are economically viable, environmentally
sound and socially responsible, and people have access to basic services, such as education
and healthcare. As much as growing and maintaining a sustainable community requires
participation from all sectors of the community, it is also heavily reliant on population and
employment opportunities.

Councils in areas with a strong economy (which usually means a larger population and good job
opportunities) are more likely to be able to generate their own revenue and attract and retain
qualified staff. This in turn leads to them establishing good processes and managing their
finances well.

Since 2013, the Department of State Development, Infrastructure, Local Government and
Planning (the department) has required councils to measure their financial sustainability using
three audited ratios:

e operating surplus ratio—the extent to which operating revenues cover operating expenses

e net financial liabilities ratio—the extent to which the operating revenues can meet the
liabilities

o asset sustainability ratio—the extent to which assets are replaced as they reach the end of
their useful lives.

Councils are expected to meet certain benchmarks against these ratios, which are detailed in
Appendix I.

While all councils are required to use the same ratios to measure their financial sustainability,
the challenges faced by each council vary significantly, and are strongly influenced by each
local economy.

Councils with smaller populations and smaller local economies are more dependent on
government grants to provide basic services, and build and maintain essential community
assets (such as roads). These councils receive grants from both the state and federal
governments for supplementing their day-to-day operations (for example, through financial
assistance grants) and for building and maintaining community assets (also known as capital
grants). However, these grants typically provide funding for a single year with little certainty
whether the funding will continue in subsequent years.

Such uncertainty makes it difficult for councils that are highly reliant on grants to make
longer-term plans to create jobs in the community and attract residents.

To highlight the different challenges these grant-dependent councils face, this year we have
analysed councils’ financial sustainability risk by their reliance on grants instead of grouping
them into segments as defined by the Local Government Association of Queensland, as we
have in previous years. Appendix | shows the results by those individual council segments.
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Figure 4B shows the financial sustainability risk of councils categorised by their reliance on
grant revenue.

Figure 4B
Risk of financial sustainability increases with a council’s reliance
on grant revenue

Low reliance category Moderate reliance category High reliance category
Less than 25% grant revenue to total More than 25% but less than 50% More than 50% grant revenue to total
revenue grant revenue to total revenue revenue

‘ Number of councils ‘ Number of councils ﬂ Number of councils

= Low risk = Moderate risk = Low risk = Moderate risk s High risk = Low risk = Moderate risk = High risk

Source: Queensland Audit Office.

Generally, as a council’s reliance on grants increases, so too does its financial sustainability
risk. There are, however, exceptions to this. We note that five councils with a high reliance on
grant revenue have a low risk of being financially unsustainable. These councils have prioritised
financial governance by recruiting and retaining appropriately skilled staff, who have established
good financial and budgeting processes. These councils also have strong leadership and
governance, and a strong internal control environment and oversight function, including
effective audit committees and internal audit functions.

How have councils fared this year?

The financial sustainability of most councils deteriorated this year, with the sector’s expenses
and liabilities increasing faster than its revenues and assets. The financial sustainability risk
rating for 12 councils has increased to either moderate or high. The sustainability ratios for
another 64 councils also deteriorated but did not result in a change in their financial
sustainability risk rating. One council, Charters Towers Regional Council, improved its
sustainability risk rating from moderate to low.

Generating operating surpluses has been a challenge for the
sector

This year, 70 per cent of Queensland councils spent more than they earned, which is a
25 per cent increase compared with last year.

Figure 4C aggregates the operating results for councils, grouped by their reliance on grants
over the last five years. The operating result for a council is the difference between the revenue
generated from its activities and the cost of running the business.
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Figure 4C
Aggregate operating results of councils grouped by their reliance on grants
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Source: Queensland Audit Office.

As a group, the councils highly reliant on grants have collectively made losses each year for the
last five years. Individually however, there are five councils in this group that have consistently
generated operating profits.

Uncertainty over future funding and their limited ability to generate their own revenue in the
short term makes it difficult for most of these councils to have good strategic planning, asset
management, and financial management practices. Having some certainty over long-term
funding would enable them to develop strategies to attract new industries and people to their
areas, maximise any investment that is made in community assets, and minimise operating
losses.

We consistently find councils that regularly incur operating losses have deficiencies in these
areas, preventing them from improving their long-term financial sustainability. While it is each
council’s responsibility to find ways to improve its financial sustainability, we encourage the
department to continue providing guidance to build capability in these areas.

This year, councils with low or moderate reliance on grants have generated operating losses for
the first time in five years. These council categories have experienced a substantial increase in
their operating expenses. Several councils brought forward their capital projects at the peak of
the COVID-19 pandemic with the aim of retaining their workforce, resulting in higher employee
costs. In addition, councils also incurred new costs to maintain quarantine facilities, enforce
border restrictions, and sanitise council buildings and public areas.

At the same time, council operating revenues have only increased by one per cent. Several
council revenue streams have decreased, particularly from March to June 2020, with
significantly less visitors to council areas due to travel restrictions and community lockdown.
This resulted in lower revenue from public services such as car parks, airports, and
council-owned accommodation. Councils also provided support to communities in the form of
discounts and waivers of fees such as food licenses, and rental concessions for tenants of
council-owned buildings.
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Figure 4D shows the sector’'s expenses have steadily increased over the last five years, while
revenue has not increased at the same rate. This year, for the first time in five years, total
expenses of the sector exceeded total revenue.

Figure 4D
Operating revenue and expense—2016-2020
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While some councils made operating profits in 2020, the majority of councils face the dual
challenges of not being able to contain the cost of services provided to the community, and of
generating sufficient revenue to fund these services.

Councils in general, and especially those that are unable to increase revenue, must consider
the services and service levels they provide to their communities—specifically in terms of their
importance to the community and the cost of delivery.

In our report Managing the sustainability of local government services (Report 2: 2019-20), we
recommended that all councils consider whether the services they provide meet the current and
future needs of their communities and whether these services are affordable.

To assist with this, we have also published several fact sheets and a cost allocation tool that
councils can use to inform their decision making. These fact sheets and tool are available on
our website.

The sector’s debt levels have increased in line with assets

The debt levels of the sector have increased by five per cent this year. This increase is in line
with the increase in the value of community assets. Over the last five years, the sector’s debt
remained steady at five per cent of assets.

Of the total sector debt, 68 per cent is held by councils that have a low reliance on grant
revenue, and 31 per cent held by councils with a moderate reliance on grants. These councils
typically have larger populations, larger asset bases and a history of modest operating
surpluses, giving them the ability to repay their debts. The councils holding the remaining

one per cent are highly reliant on grants. These councils are currently managing their
obligations and paying down their debt.


http://www.qao.qld.gov.au/
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Councils continue to invest in community assets

This year, the sector has spent $4.3 billion (2019: $4.3 billion) on replenishing and/or
constructing new assets (capital projects) to meet community needs.

Currently, councils measure their asset sustainability as a ratio that approximates the extent to
which they are replenishing assets as they reach the end of their useful lives. Figure 4E shows
this asset sustainability ratio for councils categorised by their reliance on grant funding.

Figure 4E
Asset sustainability ratio by council category

200%
150%
(o) H
= ——
100% \n\.

50%
0%

2015-16 201617 201718 2018-19 2019-20

Target Low reliance ==l=Moderate reliance ==l=High reliance

Source: Queensland Audit Office.

Councils with a high reliance on grant revenue typically have what looks like a good asset
sustainability ratio, as they have received significant grant funding over the last five years to
replace assets.

These 28 high-reliance councils combined received $720 million in disaster relief funding over
the last five years (2016-20). The 49 councils in the other two categories combined received
$814 million over the same period.

The current asset sustainability ratio does not take into account the age of the assets and
whether the councils are maintaining them at an optimum level.

The asset sustainability ratio is calculated by dividing the amount of money spent on replacing
assets each year by the annual estimated value of depreciation (or gradual ‘wearing out’) of the
assets. This is expressed as a percentage, and the department’s guidelines require this to be
90 per cent or more.

While this is intended to indicate whether a council is renewing its assets at a sufficient rate, it
can be misleading. For example, councils with growing populations build new assets to keep up
with the demand of their communities. These new assets do not require much maintenance or
any replacement early in their life cycle. However, these councils also have older assets in
established areas that need regular maintenance and replacement.

The existing ratio, which is calculated for the council as a whole, does not distinguish between
the age of these assets (that is, new assets versus old assets). Consequently, councils cannot
rely on this ratio to assess whether they are managing their portfolio of assets appropriately.
They need robust asset management plans in place to ensure they are renewing their assets at
the right times and to the right standard (or service level) across their communities.
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With most councils now having an asset management plan and better asset data than they had
when the asset sustainability ratio was introduced in 2013, it is time for the department to
consider if one or more of the following ratios would enhance asset sustainability reporting:

o Asset consumption ratio—this ratio measures the current value of assets in use relative to
what it would cost to build a new asset with the same benefits to the community.

o Asset renewal funding ratio—this ratio measures the ability of a council to fund its
projected asset renewal/replacements in the future.

¢ Asset maintenance ratio—this ratio compares planned maintenance of assets with
required maintenance (which is what should be spent to maintain assets to a satisfactory
standard) to indicate the extent to which a council is investing to stop its infrastructure
backlog growing.

¢ Average useful life ratio—this ratio compares the actual average useful life of a council’s
infrastructure assets to the expected average useful life as per the council’s asset
management plan.

In our report Forecasting long-term sustainability of local government (Report 2: 2016-17), we
recommended the department review the sustainability ratios and make these more fluid to
address the changing needs of councils. The department is currently in the process of
establishing new financial sustainability ratios.

Recommendation for the Department of State Development, Infrastructure, Local
Government and Planning

Make changes to sustainability ratios (REC 7)

We recommend that the department develops new financial sustainability ratios for Queensland
councils. In developing these ratios and associated targets, we recommend that the department
considers the different sizes, services, and circumstances of the various councils.

We also recommend that the new financial sustainability ratios be established in time for the year
ending 30 June 2022.

Recommendation for the Department of State Development, Infrastructure, Local
Government and Planning

Provide greater certainty over long-term funding (REC 8)

We recommend that the department reviews its current funding model to identify opportunities to
provide funding certainty to councils beyond one financial year. A three- to five-year funding model
would assist councils, especially those heavily reliant on grants, to develop and implement more
sustainable medium- to long-term plans.

Recommendation for the Department of State Development, Infrastructure, Local
Government and Planning

Provide training to councillors and senior leadership teams around financial governance
(REC 9)

We recommend that the department provides periodic training to councillors and the senior leadership
team for councils that are highly reliant on grants. The training should focus on helping these councils:

e establish strong leadership and governance
e enhance internal controls and oversight

e improve financial sustainability in the long term.
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Full responses from entities

As mandated in Section 64 of the Auditor-General Act 2009, the Queensland Audit Office gave
a copy of this report with the request for comment to the Director-General, Department of State
Development, Infrastructure, Local Government and Planning. We also provided a copy to all
77 councils with an option of providing a response.

This appendix contains the formal responses we received.

The heads of these entities are responsible for the accuracy, fairness and balance of their
comments.
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Comments received from Director-General,
Department of State Development, Infrastructure,
Local Government and Planning

Queensland
Government

Qur ref. MC21/1219 Department of
State Development, Infrastructure,

Local Government and Planning

15 APR 2021

Mr Brendan Worrall
Auditor-General
Queensland Audit Office

qao@qao.qld (:%
1

Dea%

Q/""/"

| am siriting regarding your email of 19 March 2021 about the Draft Report to Parliament titled
Local Government 2020. | note you also emailed the Honourable Steven Miles MP, Deputy
Premier and Minister for State Development, Infrastructure, Local Government and Planning.

| was pleased to note your comments acknowledging the achievement of councils in producing
their financial statements in a timely manner, given the challenges presented by COVID-19.

With regards to your recommendations for the Department of State Development, Infrastructure,
Local Government and Planning, (the department) | provide the following comments:

Recommendation 1. require all councils to establish audit committees and that the chairperson
is independent of council and management.

The department supports both parts of this recommendation in principle; however they will
require detailed policy consideration including consultation with stakeholders. If changes are
endorsed, they will require regulatory amendments to be implemented.

Recommendation 2: develop new financial sustainability ratios for councils, to be in place in time
for the financial year ending 30 June 2022.

The department supports this recommendation and is considering options for the establishment
of a financial sustainability framework and revised ratios for councils.

Recommendation 3: review its current funding model to identify opportunities to provide funding
certainty to councils beyond one financial year.

| am pleased to advise the next two rounds of the $200 million Works for Queensland Program
and the $100 million South East Queensland Community Stimulus Program will be released as
two three-year rounds (2021-24 and 2024-27) which will provide funding certainty for councils in
the medium term.

During 2021, the department will review the Indigenous Local Government State Government
Financial Aid Program, Revenue Replacement Program, and Indigenous Economic
Development Grants Program, and intends to report back to Government in the first half of 2022.

1 William Street

Brishane Qld 4000

PO Box 15009 City East
Queensland 4002 Australia
Telephone 13 QGOV (13 74 68)
Wehbsite www.dsdilgp.qld.gov.au
ABN 29 230 178 530
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This receommendation will be considered as part of the review and as part of the establishment
of future funding programs.

Recommendation 4: provide periodic training to councillors and the senior leadership team for
councils that are highly reliant on grants.

The department supports this recommendation and is currently working to develop training in
financial governance and basic financial management for councillors. Two pilot sessions have
already been delivered and additional sessions will be rolled out this calendar year.

Additionally, | support the five recommendations for the councils and intend to write to each
council to emphasise the importance of implementing these recommendations.

| will also write to the councils identified as not having an active internal audit function to remind
them of their requirements under the Local Government Act 2009.

If you require any further information, please contact

who will be pleased to assist.

Thank you _f_oi' providing the department with an opportunity to review the Draft Report.

Page 2 of 2
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Comments received from Chief Executive Officer,

Brisbane City Council

Brisbane City Council aen 72002 765 795

Office of the Chief Executive
Py Brisbane Square, 266 George Street Brisbane
iy I0ews GPO Box 1434 Brisbane Qld 4001
BRISBANE CITY T 07 3403 8888
www  brisbane.qld.gov.au

Dedicated to a better Brishane

12 April 2021

Mr Brendan Worrall
Auditor-General

PO Box 15396

CTY EAST QLD 4002
|

Dear Mr Worrall

Thank you for your email of 19 March 2021 about the Queensland Audit Office (QAO)
proposed report to parliament — Local Government 2020.

I thank you for the opportunity to comment on the report.
Council is supportive of the recommendations made in the report.

Council is very interested in recommendation REC7 and note that it is now several years that
QAO have made a recommendation for the Department of State Development, Infrastructure,
Local Government and Planning (the department) to review the Financial Sustainability
Ratios contained in the Financial Management (sustainability) Guideline 2013.

| also note that the timing recommended for this review has been pushed out to the year
ending 30 June 2022. Council requests that the review of these ratios is expedited given the
different sizes, services, and circumstances of the varicus councils and with the
implementation of new accounting standards one of which is only currently applicable to
Brisbane City Council. This makes comparability between councils even more problematic.

| alse note your comments on page 11 regarding consistency between menthly reporting and
their Annual Financial Statements in relation to new accounting standards. Council would
like to confirm that it takes a proactive approach to new accounting standards and have
reflected recent changes in its quarterly reporting since implementation. These new
standards have also been reflected in Council’s budget for a number of years.

Corrections to two items in the draft report have also been forwarded to QAQ staff in relation
to the ratios on page 57.
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3

If you have any further enquiries regarding this matter, please contact !
\

Thank you for contacting me.

Yours sincerely

A

Colin Jensen
CHIEF EXECUTIVE OFFICER




Local government 2020 (Report 17: 2020-21)

Comments received from Mayor, Ipswich City
Council

Mayor Teresa Harding

City of Ipswich
Queensland, Australia

Cityof ,
Ipswich

Mr Brendan Waorrall
Queensland Auditor-General
PO Box 15396

CITY EAST QLD 4002

Email: gao@gao.qld.gov.au

13 April 2021

Dear MW /;/j;fy{a«_

| write regarding the email of 19 March 2021 from your office providing a copy of the draft report to
the Queensland Parliament titled Local Government 2020 Financial Audit Report 2019-20 as required by
Section 64 of the Auditor-General Act 2009.

| understand that a response from Ipswich City Council is welcome although not required, and that
responses to your audit recommendations will be published in an appendix to the tabled report.

| take this apportunity, on behalf of the Ipswich City Council, to affirm our absolute commitment to
good corporate governance, transparency and integrity.

At the first meeting of this Council my motion to establish a Transparency and Integrity Hub was
resolved and the new Hub went live on 1 July 2020. The publication of financial transactions was a first
in the nation. While much has been published on the Hub, this Council’s ambition is to significantly
increase the range and volume of information shared with the community to hold true to our
commitment to transparency and integrity.

This Council supports the five (5) recommendations for Councils set out in the draft report and is
working to address specific areas for improvement.

< Street

PO Box 191 Phone (07) 3810 6011
IPSWICH QLD 4305 Email mayor@ipswich.gid.gov.au Ipswich.qld.gov.au



Local government 2020 (Report 17: 2020-21)

On behalf of this Council I was pleased to note the improvements in the financial governance
assessment for this Council for 2019-2020 when compared to the prior year. However, | offer
assurance that this Council will continue its strong focus on good corporate governance, transparency
and integrity and ongoing improvement of our policy, cuiture, systems and practice.

Thank you again for providing the opportunity to review the draft report.
Yours sincerely,

@Md /,fohra‘/\lj

Mayor Teresa Harding
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Comments received from Chief Executive Officer,
South Burnett Regional Council

SOUTH BURNETT

South Burnett Regional Councll

ABN 8% 972 463 351

PO Box 336

Kingaroy QLD 4610

“r 1300789 279 or (07) 4189 9100

& [07) 4162 4806

<& info@southburnett.qld.gov.au

14Apri| 2021 ® www southburnett. gld.gov.au

Mr Brendan Worrall
Auditor-General
Queensland Audit Office
53 Albert Street
BRISBANE QLD 4000

Email: gao@qgao.qld.gov.au

Dear Auditor-General
RE: Local Government 2020 Draft Report

| wish to acknowledge receipt of your email relating to the above mentioned dated
19 March 2021.

Thank you for providing a draft copy of the report to Council with the opportunity to
respond. | have read the report and Council has no further response.

Again, thank you and | look forward to hearing from you regarding the confirmed
tabling date in the near future.

Yours faithfully

Mark Ritt psm
CHIEF EXECUTIVE OFFICER

Customer Service Cenires

O Blackbult 69 Hart Street
O Kingaroy 45 Glendon Street
[ Nanango 48 Drayton Steet

O Murgon 42 Stephens Street West
[0 Wondal Cnr Mackenzie & Scolt Sreels




Local government 2020 (Report 17: 2020-21)

B. Local governments by segment

Figure B1

Geographical location—by local government segments’
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Note: SEQ—South East Queensland.

Source: Spatial Services, Department of State Development, Infrastructure, Local Government and

Planning.

1 As defined by the Local Government Association of Queensland.
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C.

Legislative context

Frameworks

Under the Constitution of Queensland 2001, there must be a system of local government in
Queensland that is made up of councils. Local governments/councils are elected bodies that
have the power to make local laws suitable to the needs and resources of the area they
represent.

Councils’ legislative framework is the Local Government Act 2009 (the Act) and the Local
Government Regulation 2012 (the regulation).

The purpose of the Act is to specify the nature and extent of local governments’ responsibilities
and powers. It requires the system of local government to be accountable, effective, efficient,
and sustainable.

The regulation requires each council to prepare, by 31 October:
e general purpose financial statements

e a current year financial sustainability statement

¢ along-term financial sustainability statement.

Brisbane City Council has the City of Brisbane Act 2010 and City of Brisbane Regulation 2012.
This regulation imposes the same financial reporting time frames and financial reporting
requirements on Brisbane City Council as other councils have.

Each council must release its annual report within one month of the audit opinion date. The
Minister for State Development, Infrastructure, Local Government and Planning may grant an
extension to the deadline where extraordinary circumstances exist.

Only the general purpose financial statements and the current year financial sustainability
statement are subject to audit.

The current year financial sustainability statement includes the following three measures of
financial sustainability:

o the operating surplus ratio, which indicates the extent to which operating revenues cover
operating expenses

o the net financial liabilities ratio, which indicates the extent to which a council’s operating
revenues can service its net liabilities while maintaining its assets and service levels

o the asset sustainability ratio, which approximates the extent to which a council is replacing
its assets as they reach the end of their useful lives.

Accountability requirements

The Act requires councils to establish financial management systems to identify and manage
financial risks, including risks to reliable and timely reporting. The performance of financial
management systems requires regular review.
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Queensland local government financial statements

These financial statements are used by a broad range of parties, including parliamentarians,
taxpayers, employees, and users of government services. For these statements to be useful,
the information reported must be relevant and accurate.

The Auditor-General's audit opinion on these entities' financial statements assures users that
the statements are accurate and in accordance with relevant legislative requirements.

We express an unmodified opinion when the financial statements are prepared in accordance
with the relevant legislative requirements and Australian accounting standards. We modify our
audit opinion when financial statements do not comply with the relevant legislative requirements
and Australian accounting standards and are not accurate and reliable. There are three types of
modified opinions:

e qualified opinion—the financial statements as a whole comply with relevant accounting
standards and legislative requirements, with the exceptions noted in the opinion

e adverse opinion—the financial statements as a whole do not comply with relevant
accounting standards and legislative requirements

¢ disclaimer of opinion—the auditor is unable to express an opinion as to whether the financial
statements comply with relevant accounting standards and legislative requirements.

Sometimes we include an emphasis of matter in our audit reports to highlight an issue that will
help users better understand the financial statements. It does not change the audit opinion.
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D. Status of recommendations from prior reports

The following tables provide the current status of the issues raised in Local government entities: 2018—19 results of financial audits (Report 13: 2019-20).

Figure D1

Status of recommendations for councils

Recommendation Current status

Strengthen governance framework

Councillor induction and continued professional development
Councils need to provide all councillors with detailed induction training and continuing professional
development on their responsibilities.

Since the local government elections in March 2020, the department has
provided councillors with induction training.

There has been approximately a 50 per cent turnover in the elected
members in the recent local government election. Continuing professional
development is something councils will need to provide on an on-going
basis to ensure that the councillors are well informed of their obligations.

Audit committees

e All councils should have an audit committee with an independent chair.

e All audit committee members must understand their roles and responsibilities and the risks the
committee needs to monitor.

e Audit committees must hold management accountable for ensuring timely remedial actions are
taken on audit issues. All extensions of agreed time frames for remedial action requires
consideration by the audit committee, including management’s risk mitigation strategies, until
remedial action is completed.

We continue to find councils that do not have audit committees. We
continue to recommend to all of these councils that they establish an
independent audit committee with appropriately qualified committee
members.

Internal audit
All councils must establish and maintain an effective and efficient internal audit function, as
required by the Local Government Act 2009.

We continue to find councils with no or an inactive internal audit function.
We continue to recommend to all of these councils that they establish an
internal audit function, as required by the Local Government Act 2009.

Strengthen controls and processes

Resolve internal control deficiencies

Councils need to strengthen their controls and processes by acting on outstanding audit
recommendations. We recommend they take prompt action to address individual recommendations
and resolve internal control deficiencies, with a focus on the highest risk vulnerabilities and those
outstanding from previous years.

Although we have noted improvements in recent years, in 2020 we
identified an increase in the number of outstanding control deficiencies.
While changes to working environments arising from the COVID-19
pandemic may have contributed to this, we continue to recommend that
councils undertake an active program to fix outstanding control
deficiencies.
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Recommendation Current status

Infrastructure charges The work undertaken by councils in preparing their 2019-20 financial
Councils need to establish clear policies and procedures to manage and collect charges for the statements included consideration of the establishment of policies and
infrastructure required to support new developments. procedures relating to infrastructure charges.

Secure employee and supplier information

Councils must verify changes to employee and supplier bank account details through sources In the current year, we identified 26 deficiencies across 21 councils (2019:
independent of the change request. 16 deficiencies across 15 councils) relating to the security of employee and
Councils need to ensure information systems are secure to prevent unauthorised access that supplier information.

may result in fraud or error. Security measures could include encryption of information, Given the ongoing deficiencies we identified, we continue to recommend
restriction of user access, regular monitoring by management, and appropriate segregation of that councils review their policies and practices with regards to updating
duties. and approving changes to employee and supplier information. This is

particularly relevant for changes to bank account details, which we
continue to see as an area subject to fraudulent activities.

Conduct mandatory cyber security awareness training

Councils need to develop and implement mandatory cyber security awareness training for all staff, ~ We continue to identify several control deficiencies related to information

to be completed during induction and at regular periods during employment. This should include: systems. Cyber attacks have increased in 2020 and are expected to

o delivering targeted training to higher-risk user groups, such as senior management, staff who increase further with changes in working environments due to COVID-19.
have access to sensitive data, software developers, system administrators, and third-party We recommend councils continue to provide cyber security awareness
providers training to their new and current employees on a regular basis.

recording and monitoring whether all staff have completed their required cyber security
awareness training

conducting campaigns to test the adequacy of staff vigilance to risks, such as phishing
(fraudulent emails) and tailgating (following a person into an office), so entities can assess and
improve their awareness programs.

Strengthen asset management

Councils need to use accurate information about their assets, including asset performance (for ~ We continue to identify a number of issues with regards to the asset
example, current performance compared to the future performance required by the community) management policies and practices of councils.

and cost, to use in their long-term asset management strategies and budget decisions. In line with these findings, we continue to recommend that councils
Councils need to strengthen how they control the recording of data on assets. They should strengthen their asset management policies and practices.

regularly match the data in their financial records to the data in their geographic information

systems, to ensure they are both complete and reliable.

Councils need to allocate enough time and resources early in the financial year to complete the

asset valuation and asset accounting processes well before year end.
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Recommendation Current status

Improve financial management

e Councils are encouraged to use the Queensland Audit Office’s financial statement preparation In 2020, we noted only a limited number of councils had assessed their

maturity model to assess their financial reporting processes and identify areas for improving processes using the financial statement preparation maturity model, given

the timeliness and quality of their financial reports. the use of this model was not recommended for all councils to complete in
e All councils should complete a self-assessment of their management reporting maturity. 2020.

Councils need to determine what the appropriate level of maturity is for their circumstances In 2021, we recommend all councils complete this model, which has been

and user needs. This will help them identify the elements in which they need to mature. raised as a recommendation in this report.

While desired and appropriate levels of maturity will vary across councils, all councils should

ensure they:

— formally establish management accountabilities for reporting

— tailor reporting to user needs

— consult with users on a regular basis to ensure the reports meet their needs

— provide training and ongoing guidance to report users to ensure they understand the
reports

— establish quality control and reporting processes that ensure accurate and reliable data is
provided in the reports.

Improve timeliness of reporting to communities

Councils need to continue to work towards more timely financial reporting to their communities. For the 2019-20 reporting period, we noted a decrease in the timeliness of
financial reporting by councils to their communities. We continue to
recommend that councils focus on the timeliness of the delivery of their
financial reporting.

Improve monitoring of entities controlled by councils

Councils with existing controlled entities, or plans to create them, should have policies in place to During 2019-20, we have only identified a limited level of progress made

ensure that: by councils in addressing this recommendation. Across the sector, a

e council develops a business case establishing the need for and objectives of the entity priorto ~ number of controlled entities exist that are not effectively captured in the
creating it policies and financial reporting procedures of the parent council entities.

e each controlled entity’s board has the right skill sets to deliver the objectives of the entity We continue to recommend that councils review and update their financial

e where councillors or council management are appointed to the board of the controlled entity, reporting policies for the entities they control.

potential conflicts of interest are appropriately managed
e council implements monitoring controls over the entity’s key policies and procedures
o the entity regularly reports to council governance committees.
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Recommendation Current status

Monitor long-term obligations for landfill rehabilitation

Councils with licences for landfill sites should review the way they account for their long-term
liabilities for landfill rehabilitation.

The majority of the councils have now accounted for the landfill obligations
or have determined that their obligations are not material to the financial
statements.

There are still nine councils that have not accounted for their landfill
obligations. We recommend these councils review their license conditions
and account for an obligation where required.

Improve new system implementations

When implementing a new system, councils must:

define up front what is required for the project and what needs to be delivered by the contract
determine the need for specialist resources and determine the impact on staffing, both for the
project team and for the backfill of positions for staff involved in the system implementation
clarify roles and establish the responsibilities of service providers during and after
implementation, and establish reporting milestones and time frames

establish reporting requirements over the life of the project, including reporting on project
status against milestones, budget versus actual expenditure, and the review and resolution of
errors

identify and consider any early warning signs that would indicate a project is at risk of not
meeting its objectives or not reaching the next milestone within time and budget

critically assess projects against changing business needs

for larger projects, consider implementing the changes in segments, as this provides more
opportunity to review, to learn, and to assess risk

define system security settings and determine how to segregate duties before implementing
the new system

identify what reports users will need once the system is implemented

establish a strategy to test that the new system processes transactions effectively and
efficiently

train staff to effectively use the system

establish regular reporting on the implementation by the project team to both council and the
audit committee.

During 2020, we only identified limited system implementation activity that
had been undertaken during the year. However, for councils that had
implemented new systems or improved their existing systems, we did not
identify any significant deficiencies.

Given the impact that the implementation of new systems can have on the
operational and financial reporting functions of a council, we will continue to
monitor the processes and controls undertaken by councils with respect to
these activities.

Source: Queensland Audit Office.
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Figure D2
Status of recommendations for the Department of State Development, Infrastructure, Local Government and Planning

Recommendation Current status

Make changes to legislation

We propose that the department amends the Local Government Act 2009 to require all councils The proposal continues to be considered by the department but has not as
to have audit committees and all audit committee chairs to be independent. yet been progressed.

Make changes to sustainability ratios

We recommend the department reviews the current sustainability ratios to determine if they are The department is currently in the process of establishing new financial
the most relevant and effective ways of measuring the financial sustainability of councils and if sustainability ratios. We have requested in this report that these ratios are
supplementing them with additional ratios would provide a more comprehensive assessment. in place for 30 June 2022.

Require published financial statements for entities controlled by councils

We recommend that the department continues to progress our previous recommendation to Recommendation addressed.

have entities controlled by councils make their financial statements publicly available. On 1 October 2020, the department amended the Local Government
Regulation 2012 and the City of Brisbane Regulation 2012 to prescribe that
the audited financial statements of a controlled entity of a council must be
published on the council’s website within 14 days of tabling at a council
meeting.

Source: Queensland Audit Office.
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Audit opinions for entities
preparing financial reports

The following table details the types of audit opinions we issued in accordance with Australian
auditing standards for the 2019-20 financial year.

Figure E1
Our audit opinions for local government sector financial reports for 2019-20
Audit Date Financial Current year Ministerial
opinions statement sustainability extension issued
issued opinion statement opinion! to date?

Opinion key:
U = unmodified; Q = qualified; E = emphasis of matter. (Refer to Appendix K for definitions of these terms.)

Councils and controlled entities

Aurukun Shire Council 13.10.2020 u E* -
Balonne Shire Council 13.10.2020 u E* -
Banana Shire Council 22.10.2020 ] E* -
Barcaldine Regional Council 30.10.2020 ] E* -
Barcoo Shire Council 29.01.2021 u E* 31.01.2021
Blackall-Tambo Regional Council 13.10.2020 U E* -
Boulia Shire Council 16.12.2020 U E* 31.12.2020
Brisbane City Council 13.08.2020 U E* -
e Brisbane Green Heart CitySmart 12.08.2020 U - -
Pty Ltd
e Brisbane Marketing Pty Ltd 30.09.2020 U - -
e Brisbane Powerhouse Foundation 08.10.2020 U - -
e Brisbane Powerhouse Pty Ltd 08.10.2020 U - -
e Brisdev Trust 30.07.2020 E* - -
e CBIC Investment Pty Ltd 30.07.2020 E* - -
e City of Brisbane Investment 30.07.2020 U - -
Corporation Pty Ltd
e City Parklands Services Pty Ltd 04.08.2020 U - -
e Museum of Brisbane Pty Ltd 24.08.2020 U - -
e Museum of Brisbane Trust 24.08.2020 E* - -
e Oxley Creek Transformation Pty 08.10.2020 U - -
Ltd
e TradeCoast Land Pty Ltd Not - - -
complete
Bulloo Shire Council 12.10.2020 u E* -
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Audit Date Financial Current year Ministerial
opinions statement sustainability extension issued
issued opinion statement opinion! to date?
Opinion key:
U = unmodified; Q = qualified; E = emphasis of matter. (Refer to Appendix K for definitions of these terms.)
Bundaberg Regional Council 09.10.2020 ] E* -
Burdekin Shire Council 21.09.2020 ] E* -
Burke Shire Council 13.10.2020 U E* -
Cairns Regional Council 24.09.2020 U E* -
e Cairns Regional Gallery Arts Trust 17.09.2020 E* - -
e Cairns Art Gallery Limited 17.09.2020 E* - -
Carpentaria Shire Council 30.10.2020 ] E* -
Cassowary Coast Regional Council 21.10.2020 U E* -
Central Highlands Regional Council 10.12.2020 ] E* 31.12.2020
e Central Highlands (Qld) Housing 10.12.2020 E* - -
Company Limited
e Central Highlands Development 12.10.2020 U - -
Corporation Ltd
Charters Towers Regional Council 30.10.2020 U E* -
Cherbourg Aboriginal Shire Council 13.10.2020 U E* -
Cloncurry Shire Council 16.04.2021 U E* -
Cook Shire Council 26.11.2020 U E* 31.12.2020
Council of the City of Gold Coast 12.10.2020 U E* -
e Broadbeach Alliance Limited 30.09.2020 E - -
e Connecting Southern Gold Coast 01.10.2020 E - -
Limited
e HOTA Gold Coast Pty Ltd 15.10.2020 U - -
e Surfers Paradise Alliance Limited 09.10.2020 E - -
e Major Events Gold Coast Pty Ltd 28.09.2020 U - -
Croydon Shire Council 13.10.2020 U E* -
Diamantina Shire Council 11.11.2020 U E* -
Doomadgee Aboriginal Shire Council 30.10.2020 U E* -
Douglas Shire Council 12.10.2020 ] E* -
Etheridge Shire Council 11.12.2020 U E* -
Flinders Shire Council 21.10.2020 ] E* -
Fraser Coast Regional Council 08.10.2020 ] E* -
e Fraser Coast Tourism & Events 02.12.2020 E* - -
Ltd
Gladstone Regional Council 16.11.2020 ] E* 04.01.2021
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Audit Date Financial Current year Ministerial
opinions statement sustainability extension issued
issued opinion statement opinion! to date?
Opinion key:
U = unmodified; Q = qualified; E = emphasis of matter. (Refer to Appendix K for definitions of these terms.)
e Gladstone Airport Corporation 10.12.2020 U - -
Goondiwindi Regional Council 31.08.2020 U E* -
Gympie Regional Council 30.10.2020 ] E* -
e Rattler Railway Company Ltd 05.11.2020 U - -
Hinchinbrook Shire Council 13.10.2020 U E* -
Hope Vale Aboriginal Shire Council 31.07.2020 U E* -
Ipswich City Council 13.10.2020 U E* -
e Cherish the Environment Not - - -
Foundation Ltd complete
e Ipswich Arts Foundation Trust 01.04.2021 U - -
e Ipswich City Enterprises 06.11.2020 E - -
Investments Pty Ltd
e Ipswich City Enterprises Pty Ltd 06.11.2020 E - -
e Ipswich City Properties Pty Ltd 06.11.2020 E - -
Isaac Regional Council 08.10.2020 ] E* -
e Isaac Affordable Housing Fund Pty ~ 02.03.2021 E* - -
Ltd
e |saac Affordable Housing Trust 02.03.2021 E* - -
e Moranbah Early Learning Centre 02.03.2021 E* - -
Pty Ltd
Kowanyama Aboriginal Shire Council 03.12.2020 ] E* 31.12.2020
Livingstone Shire Council 28.10.2020 U E* -
Lockhart River Aboriginal Shire 30.10.2020 ] E* -
Council
e Lockhart River Aerodrome 31.10.2020 U - -
Company Pty Ltd
Lockyer Valley Regional Council 22.09.2020 U E* -
Logan City Council 04.09.2020 ] E* -
e Invest Logan Pty Ltd 29.09.2020 ] - -
Longreach Regional Council 19.02.2021 U E* 22.02.2021
Mackay Regional Council 25.11.2020 U E* 30.11.2020
e Artspace Mackay Foundation 28.08.2020 QE*E - -
e Mackay Region Enterprises Pty 04.03.2021 U - -
Ltd
Mapoon Aboriginal Shire Council 30.10.2020 U E* -
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Audit Date Financial Current year Ministerial
opinions statement sustainability extension issued
issued opinion statement opinion! to date?
Opinion key:
U = unmodified; Q = qualified; E = emphasis of matter. (Refer to Appendix K for definitions of these terms.)
Maranoa Regional Council 09.10.2020 ] E* -
Mareeba Shire Council 25.09.2020 ] E* -
McKinlay Shire Council 13.10.2020 U E* -
Moreton Bay Regional Council 13.10.2020 U E* -
Mornington Shire Council 13.10.2020 ] E* -
Mount Isa City Council 30.10.2020 E E* -
e Mount Isa City Council Owned Not - - -
Enterprises Pty Ltd complete
Murweh Shire Council 13.10.2020 ] E* -
Napranum Aboriginal Shire Council 12.10.2020 ] E* -
Noosa Shire Council 26.10.2020 ] E* -
North Burnett Regional Council 24.11.2020 ] E* 31.12.2020
Northern Peninsula Area Regional 13.10.2020 ] E* -
Council
Palm Island Aboriginal Shire Council Not - - 28.02.2021
complete
e Palm Island Community Company 29.10.2020 U - -
Limited
Paroo Shire Council 26.02.2021 U E* 28.04.2021
Pormpuraaw Aboriginal Shire Council 10.09.2020 ] E* -
Quilpie Shire Council 13.10.2020 U E* -
Redland City Council 30.09.2020 U E* -
e Redland Investment Corporation 04.09.2020 U - -
Pty Ltd
Richmond Shire Council Not - - 31.12.2020
complete
e The Kronosaurus Korner Board Not - - -
Inc. complete
Rockhampton Regional Council 06.10.2020 ] E* -
Scenic Rim Regional Council 30.09.2020 ] E* -
Somerset Regional Council 13.10.2020 U E* -
South Burnett Regional Council 02.10.2020 U E* -
e  South Burnett Community Hospital 15.10.2020 U - -
Foundation Limited
Southern Downs Regional Council 13.10.2020 U E* -
Sunshine Coast Regional Council 13.10.2020 U E* -
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Audit Date Financial Current year Ministerial
opinions statement sustainability extension issued
issued opinion statement opinion! to date?
Opinion key:
U = unmodified; Q = qualified; E = emphasis of matter. (Refer to Appendix K for definitions of these terms.)
e SunCentral Maroochydore Pty Ltd 18.09.2020 U - -
e Sunshine Coast Arts Foundation 13.11.2020 E* - -
Pty Ltd
Tablelands Regional Council 12.10.2020 U E* -
Toowoomba Regional Council 28.09.2020 U E* -
e Empire Theatres Foundation 02.10.2020 ] - -
e Empire Theatres Projects Pty Ltd 02.10.2020 U - -
e Empire Theatres Pty Ltd 02.10.2020 ] - -
e Jondaryan Woolshed Pty Ltd 24.09.2020 U - -
e Toowoomba and Surat Basin 14.10.2020 U - -
Enterprise Pty Ltd
e TSBE Export and Investment 17.08.2020 E E* - -
Development Limited
Torres Shire Council 13.10.2020 U E* -
Torres Strait Island Regional Council 13.10.2020 U E* -
Townsville City Council 12.10.2020 U E* -
Western Downs Regional Council 08.10.2020 U E* -
Whitsunday Regional Council 28.08.2020 U E* -
Winton Shire Council 12.10.2020 ] E* -
e Waltzing Matilda Centre Ltd 29.10.2020 U - -
Woorabinda Aboriginal Shire Council 19.03.2021 U E* 31.01.2021
e Woorabinda Pastoral Company 29.03.2021 E* - -
Pty Limited
Woujal Wujal Aboriginal Shire Council 29.10.2020 E E* -
Yarrabah Aboriginal Shire Council 13.10.2020 U E* -

Jointly controlled entities

Central Western Queensland Remote 24.02.2021 E* - -
Area Planning and Development
Board (RAPAD)?

Council of Mayors (SEQ) Pty Ltd 03.11.2020 U - -
Local Government Association of 30.09.2020 U - -
Queensland Ltd

e Local Buy Trading Trust 29.09.2020 Q - -
e QPG Shared Services Support 19.20.2020 E E* - -

Centres Joint Venture

e Peak Services Pty Ltd 29.09.2020 E - -
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Audit Date Financial Current year Ministerial
opinions statement sustainability extension issued
issued opinion statement opinion! to date?

Opinion key:

U = unmodified; Q = qualified; E = emphasis of matter. (Refer to Appendix K for definitions of these terms.)

e Peak Services Holding Pty Ltd 29.09.2020 U - -

e Peak Services Legal Pty Ltd 29.09.2020 U - -

Major Brisbane Festivals Pty Ltd® Not - - -
complete*

e Brisbane Festival Limited® Not - - -
complete*

Queensland Local Government Mutual 30.11.2020 U - -

Queensland Local Government 30.11.2020 U - -

Workers Compensation Self-Insurance
Scheme (trading as Local Government

Workcare)

SEQ Regional Recreational Facilities 20.10.2020 U - -
Pty Ltd

South West Queensland Local 30.09.2020 E* - -

Government Association®

Torres Cape Indigenous Council 31.07.2020 U
Alliance®
Townsville Breakwater Entertainment 10.02.2021 E E* - -

Centre Joint Venture

Western Queensland Local Not - - -
Government Association complete
Whitsunday ROC Limited 04.03.2021 U - -

By arrangement audits

City of Logan Mayor’s Charity Trust 29.01.2021 E* - -

Notes:

*

An emphasis of matter was issued to alert users of the statements to the fact that special purpose financial
statements had been prepared.

Only councils prepare sustainability statements (not local government-related entities).
Ministerial extensions may only be obtained for councils (not local government-related entities).

In 2018-19, Brisbane Festival Limited, Major Brisbane Festival Pty Ltd and Central Western Queensland
Remote Area Planning and Development Board (RAPAD) were exempt from audit by the Auditor-General. From
2019-20, the Auditor-General resumed responsibility for conducting these audits.

The financial year of Brisbane Festival Limited and the Major Brisbane Festival Pty Ltd was 1 January 2020 to
31 December 2020. The 2019-20 audit opinion has therefore not yet been issued. Refer to Appendix H for
details of the 2018-19 audit opinion.

The financial year end for South West Queensland Local Government Association is 31 March 2020.

Torres Cape Indigenous Council Alliance is jointly-controlled by several councils. We did not audit the entity in
2019-20 because we were only informed that the entity was not dormant after year end. The 2019-20 audit was
performed by MGI Business Solutions.

Source: Queensland Audit Office.
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Entities exempt from audit by
the Auditor-General

We will not issue opinions on several entities because they are exempt from audit by the
Auditor-General. The following table lists the entities and the reasons for the exemptions.

Figure F1
Entities exempt from audit by the Auditor-General

Audit Audit firm who Date opinion issued Opinion
undertakes the
audit

Exempt local government entities—small in size and of low risk
(s.30A of the Auditor-General Act 2009)

Far North Queensland Halpin Partners Pty Ltd  12.10.2020 E*
Regional Organisation

of Councils

Gulf Savannah Rekenen Accountants Not complete -

Development Inc.

Drive Inland VIDEN Group 26.08.2020 E*
Promotions Association

Inc.

North West Rekenen Accountants 09.10.2020 E*

Queensland Regional
Organisation of
Councils

Northern Alliance of Crowe Horwath 03.06.2020 E*
Councils Inc”

South West Regional FTA Accountants 01.11.2020 E*
Economic Development
Association

Wide Bay Burnett All Income Tax Not complete -
Regional Organisation
of Councils Inc

Exempt local government entities—foreign-based controlled entity
(s.32 of the Auditor-General Act 2009)

Gold Coast City Council Pricewaterhouse 27.08.2020 U
Insurance Company Coopers CI LLP
Limited

Notes:

*  An emphasis of matter was issued to alert users of the financial statements to the fact that special purpose financial
statements had been prepared.

** The financial statements of the Northern Alliance of Councils Incorporated were for the period 1 April 2019 to
31 March 2020.

Opinion key: U = unmodified; Q = qualified; E = emphasis of matter. (Refer to Appendix K for definitions of these terms.)

Source: Queensland Audit Office.
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G.

Local government entities for
which we will not issue

opinions

The Auditor-General will not issue audit opinions for the following public sector entities for the
2019-20 financial year, as they have not produced a financial report.

Figure G1
Entities for which no opinions are issued
Entity Parent entity Reason
Controlled entities
Brisbane Tolling Pty Ltd Brisbane City Council Dormant
City Super Pty Ltd Brisbane City Council Dormant
OC Invest Pty Ltd Brisbane City Council Dormant
Riverfestival Brisbane Pty Ltd Brisbane City Council Dormant
BrisDev Pty Ltd City of Brisbane Investment Corporation Pty Ltd Dormant
CBIC Valley Heart Pty Ltd City of Brisbane Investment Corporation Pty Ltd Dormant
Cairns Art Gallery Foundation Cairns Regional Council Dormant
Limited
IA Foundation Ltd Ipswich City Council Dormant
Ipswich Arts Foundation Ipswich City Council Wound up
YSB Pty Ltd Invest Logan Pty Ltd Dormant
Artspace Mackay Foundation Mackay Regional Council Dormant
Ltd
Mundalbe Enterprises Ltd Mornington Shire Council Dormant
Outback @ Isa Pty Ltd Mount Isa City Council Dormant
Palm Island Economic Palm Island Aboriginal Council Dormant

Development Corporation Pty
Ltd

Cleveland Plaza Pty Ltd

Redland City Council

Non-reporting

Redheart Pty Ltd

Redland City Council

Dormant

Redland Developments Pty
Ltd

Redland Investment Corporation Pty Ltd

Non-reporting

RIC Toondah Pty Ltd

Redland Investment Corporation Pty Ltd

Non-reporting
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Entity Parent entity Reason
Sunshine Coast Events Centre  Sunshine Coast Regional Council Non-reporting
Pty Ltd
Tablelands Regional Council Tablelands Regional Council Non-reporting

Enterprises Pty Ltd

Whitsunday Coast Airport and ~ Whitsunday Regional Council Dormant
Infrastructure Pty Ltd

Winton Community Winton Shire Council Dormant
Association Inc

Wugu Nyambil Limited Yarrabah Aboriginal Shire Council No longer a
public sector
entity

Jointly controlled entities

DDS Unit Trust Local Government Association of Queensland Ltd Wound up
LG Cloud Pty Ltd Local Government Association of Queensland Ltd Dormant
LG Disaster Recovery Local Government Association of Queensland Ltd Dormant

Services Pty Ltd

Local Buy Pty Ltd Local Government Association of Queensland Ltd Dormant
Local Partnerships Services Local Government Association of Queensland Ltd Wound up
Pty Ltd

Northern Australia Services Local Government Association of Queensland Ltd Wound up
Pty Ltd

Northern Australia Services Local Government Association of Queensland Ltd Wound up
Unit Trust

Prevwood Pty Ltd Local Government Association of Queensland Ltd Non-reporting
Queensland Partnerships Local Government Association of Queensland Ltd Dormant
Group (LG Shared Services)

Pty Ltd

Resolute Information Local Government Association of Queensland Ltd Wound up

Technology Pty Ltd

Toondah Harbour Multiple entities Non-reporting

Note: ' This entity ceased to be a public sector entity during the 2019-20 financial year.

Source: Queensland Audit Office.
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H.

Audit opinions issued for prior
financial years

The following table contains the audit opinions issued for prior financial years that were not
finalised when our report Local government entities: 2018—19 results of financial audits
(Report 13: 2019-20) was issued.

Figure H1
Audit opinions issued for prior financial years

Entity Date opinion issued Opinion

Financial statements from 2018-19 financial year—Councils

Doomadgee Aboriginal Shire Council 27.02.2020 Q
Palm Island Aboriginal Shire Council 27.03.2020 QE
Richmond Shire Council 16.04.2020

Woorabinda Aboriginal Shire Council 24.09.2020

Financial sustainability statements from 2018-19 financial year

Doomadgee Aboriginal Shire Council 27.02.2020 E*
Palm Island Aboriginal Shire Council 27.03.2020 E*
Richmond Shire Council 16.04.2020 E*
Woorabinda Aboriginal Shire Council 24.09.2020 E*

Financial statements from 2018—-19 financial year—Controlled entities

Cherish the Environment Foundation Ltd 30.03.2020 E*

Townsville Breakwater Entertainment Centre 13.03.2020 EE*

Woorabinda Pastoral Company Pty Ltd 07.09.2020 E*

TradeCoast Land Pty Ltd 13.05.2020 U

Major Brisbane Festivals Pty Ltd** 29.04.2020

Brisbane Festivals Ltd** 17.11.2020 U
Notes:

*  An emphasis of matter was issued to alert users of these statements that they have been prepared on a special
purpose basis.

** The financial year of Brisbane Festival Limited and Major Brisbane Festival Pty Ltd was 1 January 2019 to
31 December 2019.

Opinion key: U = unmodified; Q = qualified; E = emphasis of matter (Refer to Appendix K for the definitions of these
terms.)

Source: Queensland Audit Office.
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Financial sustainability
measures

Figure 11 details the ratios (measures) indicating short-term and long-term sustainability.

Figure 1
Financial sustainability measures for councils
Measure Formula Description Target range
Operating Net operating result Indicates the extent to which Between zero and
surplus ratio divided by total operating  operational revenues raised 10 per cent (per
revenue (excludes capital  cover operational expenses department-issued
items) guidelines™)
Expressed as a
percentage

A negative result indicates an operating deficit, and the larger the negative
percentage, the worse the result. Operating deficits cannot be sustained in the long
term. A positive percentage indicates that surplus revenue is available to support the
funding of capital expenses, or to hold in reserve to offset past or expected future
operating deficits.

We consider councils as financially sustainable when they consistently achieve an
operating surplus and expect that they can do so in the future, having regard to asset
management and community service level needs.

Net financial
liabilities ratio

Total liabilities less Indicates the extent to which a Not greater than
current assets divided by  council’s operating revenues 60 per cent (per
total operating revenue (including grants and department-issued
Expressed as a subsidies) can cover its net guidelines®)
percentage financial liabilities (usually

loans and leases)

If net financial liabilities are greater than 60 per cent of operating revenue, the council
has limited capacity to increase loan borrowings and may experience stress in
servicing current debt.

Asset
sustainability
ratio

Capital expenses on Indicates the extent to which Greater than
replacement of assets assets are being replaced as 90 per cent (per
(renewals) divided by they reach the end of their department-issued
depreciation expenses useful lives guidelines®)
Expressed as a

percentage

If the asset sustainability ratio is greater than 90 per cent, the council is likely to be
sufficiently maintaining, replacing, and/or renewing its assets as they reach the end
of their useful lives.

While a low percentage may indicate that the asset base is relatively new (which may
result from rectifying extensive natural disaster damage) and does not require
replacement, the lower the percentage, the more likely it is that a council has
inadequate asset management plans and practices.

Note: * Department of State Development, Infrastructure, Local Government and Planning.

Source: Queensland Audit Office.
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Figure 12 details our risk assessment criteria for financial sustainability measures.

Figure 12

Our risk assessment criteria for financial sustainability measures

Relative risk
rating
measure

Operating surplus
ratio

Net financial
liabilities ratio

Asset sustainability
ratio

Higher

Less than negative
10% (i.e. losses) ®

More than 80% @

Less than 50% @

Insufficient revenue
being generated to fund
operations and asset
renewal

Potential long-term
concern over ability
to repay debt levels
from operating
revenue

Insufficient spending on
asset replacement or
renewal, resulting in reduced
service levels and increased
burden on future ratepayers

Moderate

Negative 10% to zero
(i.e. losses)

60% to 80%

50% to 90%

A risk of long-term
reduction in cash
reserves and inability to
fund asset renewals

Some concern over
the ability to repay
debt from operating
revenue

Irregular spending or
insufficient asset
management practices,
creating a backlog of
maintenance/renewal work

Lower

More than zero
(i.e. surpluses) ®

Less than 60% @

More than 90% @

Generating surpluses
consistently

No concern over the
ability to repay debt
from operating
revenue

Likely to be sufficiently
replacing or renewing assets
as they reach the end of
their useful lives

Source: Queensland Audit Office.

We calculate our overall risk assessment of financial sustainability using the ratings determined
for each measure, as shown in Figure |1, and the assignment of the risk criteria, as shown in

Figure 12.
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Figure I3
Our overall relative risk assessment of financial sustainability
Risk level Risk criteria
Higher risk There is a higher risk of sustainability issues arising in the short to medium

term if current operating income and expenses policies continue, as indicated
by average operating deficits (losses) of more than 10 per cent of operating
revenue.

Moderate risk There is a moderate risk of sustainability issues over the longer term if current
debt financing and capital investment policies continue, as indicated by:

e a current net financial liabilities ratio of more than 80 per cent of operating
revenue, or

e an average asset sustainability ratio of less than 50 per cent, or

e average operating deficits (losses) of between two per cent and 10 per cent
of operating revenue, or

e having two or more of the ratios assessed as moderate risk (see Figure 12).

Lower risk There is a lower risk of concerns about financial sustainability based on current
income, expenses, asset investment, and debt financing policies.

Source: Queensland Audit Office.

We use a five-year average when assessing the operating surplus and asset sustainability
ratios. This is because these are long-term indicators. Viewing the annual ratios in isolation
does not provide insights into councils’ long-term financial sustainability.

The net financial liabilities ratio, however, is more effective as a point-in-time ratio. The more
recent the point in time, the more useful this ratio is in assessing councils’ flexibility to increase
debt.

Our assessment of financial sustainability risk factors does not consider councils’ long-term
forecasts or credit assessments undertaken by the Queensland Treasury Corporation.
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Figure 14
Financial sustainability risk assessment bygcouncil category: Results at the end of 2019-20
Coastal councils Avg. grant Current Avg. Avg. Net financial Net financial Current asset Avg. asset Avg. asset Relative risk
funding operating operating operating liabilities liabilities ratio sustainability | sustainability sustainability assessment
percentage' | surplus ratio | surplus ratio surplus ratio ratio % trend ratio % ratio % ratio trend?
% % trend?
Coastal councils

Bundaberg Regional Council 22% 1.00% 5.54% L] 7 -6.00% L] 7 51.00% 53.80% 7 Lower

Burdekin Shire Council 19% 4.52% 8.20% ° v -61.00% o \Z 92.36% 83.55% N Lower

Cairns Regional Council 18% -2.00% -1.36% 7 ‘ 68.00% 7 102.00% 102.60% ° ™ Moderate

Cassowary Coast Regional Council 21% -4.00% -2.05% N 2 -26.00% L] ¥ 131.00% 90.00% L () Moderate

Douglas Shire Council 27% -2.00% -2.95% () -39.00% L] ¥ 173.00% 131.20% L () Moderate

Fraser Coast Regional Council 21% -1.12% 5.53% L] 7 ‘ -35.22% L] 7 80.73% 79.26% ™ Lower

Gladstone Regional Council 15% -1.37% 2.10% ° v 5.00% ° v 41.00% 48.40% ] v Moderate

Gympie Regional Council 23% -6.05% -5.64% 7 ‘ 8.36% L] 7 107.00% 123.52% L] 7 Moderate

Hinchinbrook Shire Council 29% -21.30% -3.78% \Z -30.00% ° \Z 103.00% 62.40% \Z Moderate

Livingstone Shire Council 34% -0.20% 4.00% ° ™ ‘ 42.70% L4 () 51.90% 47.32% L] - Moderate

Mackay Regional Council 18% -9.00% -2.06% 7 ‘ 17.7% L] 7 58.20% 56.88% 7 Moderate

Noosa Shire Council 14% 6.52% 10.34% ° v -11.62% L v 121.68% 111.03% ° N Lower

Rockhampton Regional Council 25% 0.70% 4.91% ° () ‘ 52.60% L 7 77.50% 92.07% o - Lower

Townsville City Council 28% -1.00% -0.08% v 99.00% ° v 64.00% 82.00% \Z Moderate

Whitsunday Regional Council 30% 2.25% 3.11% ° N7 ‘ 28.11% ° N7 138.53% 138.75% ® ™ Lower

Coastal average 23% -2.20% 1.72% 7.51% 92.86% 86.85%

Coastal—combined risk assessment Lower ‘ Lower Moderate Moderate
©
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Indigenous councils Avg. grant Current Avg. Avg. Net financial Net financial Current asset Avg. asset Avg. asset Relative risk
funding operating operating operating liabilities liabilities ratio sustainability | sustainability sustainability assessment
percentage’ surplus surplus surplus ratio ratio % trend ratio % ratio % ratio trend?
ratio % ratio % trend?
Indigenous councils
Aurukun Shire Council 62% 6.00% -14.23% ® () -50.00% ® ¥ 29.00% 17.80% [ N2 Higher
T

Cherbourg Aboriginal Shire Council 51% -43.00% -30.88% ° ¥ -34.00% ° ¥ 171.00% 89.00% ¥ Higher
T T

ggﬁ?;‘ldgee Aboriginal Shire 51% -25.00% -31.49% ° \) 11.00% ° ¥ 63.00% 79.69% ~ Higher

T

Hope Vale Aboriginal Shire Council 41% 6.00% 11.34% L] - -155.00% L () 69.00% 96.20% L] ¥ Lower
T T

gg‘;":;?’aama Aboriginal Shire 69% -62.00% -42.12% ° ¥ 9.00% ° ¥ 108.00% 102.02% ° N Higher
T T

cockhart River Aboriginal Shire 69% 6.00% 0.35% v -43.00% . v 60.00% 155.20% . v Lower
T T

Mapoon Aboriginal Shire Council 58% -51.00% -17.66% L] 7 -61.00% L] 7 126.00% 52.64% ™ Higher
T T

Mornington Shire Council 54% -18.10% -30.84% L] () -3.20% L] N 2 79.10% 178.62% L] ¥ Higher
T T

Napranum Aboriginal Shire Council 57% -27.00% -11.56% L] () -56.00% ° 7 8.00% 44.20% L] v Higher
T T

gg::zrln Peninsula Area Regional 54% -23.00% -10.40% ° - -18.00% ° N/ 41.00% 77.04% A Higher
T T

Palm Island Aboriginal Shi

Cz:;cif” eriginalshire 61% 1.5% -5.15% A -32.62% . v 0% 129.60% 3 N Moderate
T T

Formpuraaw Aboriginal Shire 64% 2.00% 8.26% . A -185.00% . 41.00% 98.80% . v Lower

Torres Shire Council 46% -32.00% -17.71% [ ¥ I -74.00% ] ¥ 123.00% 61.39% N I Higher
T T

g‘;ﬁ;’ziftra't Island Regional 54% -86.00% 57.21% e v -50.00% . y 27.00% 28.34% . . Higher
T T

\évgfgiiﬁ"”da Aboriginal Shire 27% 14.7% 14.8% ° ¥ 21.70% ° N/ 33.00% 16.74% ° ; Higher
T T

\évsdi'c\illvuja' Aboriginal Shire 61% -35.00% -28.68% ° \) 30.00% ° ¥ 40.00% 52.00% ~ Higher
T T

Yarrabah Aboriginal Shire Council 43% -39.00% -23.77% L] N 2 -30.00% L] N 2 30.00% 42.00% L] ¥ Higher
T

Indigenous average 54% -25.83% -18.04% -45.19% 70.95% 83.06%
T T

Indigenous—combined risk assessment Higher Lower Moderate Higher
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Resources councils Avg. grant Current Avg. Avg. Net financial Net financial Current asset | Avg. asset Avg. asset Relative risk
funding operating operating operating liabilities liabilities ratio sustainability |sustainability sustainability ratio | assessment
percentage! |surplus ratio |surplus ratio surplus ratio ratio % ratio % ratio % trend?
% % trend?
Resources councils

Banana Shire Council 32% -7.18% -4.40% ¥ -8.41% N 83.89% 92.40% ° ¥ Moderate

Bulloo Shire Council 61% -11.03% 3.70% L N -101.58% N7 67.76% ‘ 154.91% o v Lower

Burke Shire Council 75% -31.60% -35.81% L ¥ -41.70% v 47.20% 60.04% ) Higher

Central Highlands Regional Council 22% -6.64% 1.34% L] v 17.88% 7 122.02% ‘ 116.34% ° ™ Lower

Charters Towers Regional Council 37% -1.00% 0.38% L N -46.00% 7 148.00% ‘ 160.80% ° ™ Lower

Cloncurry Shire Council 55% -1.00% -2.24% ¥ -19.00% N 371.00% 213.20% ° ) Moderate

Cook Shire Council 82% -12.87% -35.04% ° ™ 6.92% ™ 24.26% ‘ 207.71% o v Higher

Etheridge Shire Council 59% -3.84% -6.80% N 43.91% N 2 7.56% 47.79% ° ¥ Moderate

Isaac Regional Council 26% 0.16% 3.60% L N -15.69% 7 122.52% ‘ 213.37% ° v Lower

Maranoa Regional Council 47% 2.49% -2.65% N -28.94% ¥ 188.01% 100.18% L N Moderate

McKinlay Shire Council 71% -16.16% -7.58% ¥ -96.33% ¥ 556.59%4 322.19% ° N Moderate

Mount Isa City Council 26% -1.70% 4.51% L] - -51.29% N 2 29.92% 62.43% ¥ Lower

Quilpie Shire Council 60% -23.00% -2.92% v -118.00% 7 26.00% ‘ 66.80% v Moderate

Western Downs Regional Council 30% 4.70% 7.23% L - -106.00% () 65.00% ‘ 79.35% v Lower

Resources average 49% -8.92% -6.01% -45.89% 117.32% 117.39%

Resources—combined risk assessment Moderate Lower Moderate
©
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Rural/Regional councils Avg. grant Current Avg. Avg. Net financial Net financial Current asset Avg. asset Avg. asset Relative risk
funding operating operating operating liabilities ratio % liabilities ratio | sustainability sustainability sustainability | assessment
percentage' | surplus ratio | surplus ratio surplus ratio trend ratio % ratio % ratio trend?
% % trend?

Rural/Regional councils

Goondiwindi Regional Council 32% 2.04% 3.96% L] - -77.18% L] v 103.08% 108.14% o ¥ Lower
Lockyer Valley Regional Council 2% | 135% | 3.02% o A 61.78% v | 11367% = 85.56% ¢ | Moderate
Mareeba Shire Counci 40% | 11.60% | 14.00% o - 79.00% o A 12910% | 183.00% o A Lower
North Burnett Regional Council 55% | 4523% | -11.34% ° J -32.10% ° v o 72.43% | 117.75% ° v o Higher
Scenic Rim Regional Counci 31% | -400% | 527% o A 11.00% o v | 301.00% | 183.60% o v | Lower
Somerset Regional Council 27% | 3.00% | 2.55% o A 162.00% o v | 11500% | 117.19% o v | Lower
South Bumett Regional Counci 25% | 370% | 1.26% o v | 1370% o -] 55.00% | 98.46% o v | Lower
Southern Downs Regional Council 25% | 0.22% | 7.83% o - 17.33% o v 17922% | 118.37% o A Lower
Tablelands Regional Council 31% I -6.40% I 2.07% o N2 I -41.82% o ¥ I 140.07% I 97.21% o ¥ I Lower
Rural/Regional average 32% | 1.90% | 3.18% | 48.09% | 13430% | 123.25% '
Rural/Regional—combined risk assessment I Lower I Lower I Lower I Lower
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Rural/Remote councils Avg. grant Current Avg. Avg. Net financial Net financial Current Avg. asset Avg. asset Relative risk
funding operating operating operating liabilities ratio % liabilities ratio asset sustainability sustainability assessment
percentage! | surplus ratio surplus surplus ratio trend sustainabilit ratio % ratio trend?
% ratio % trend? y ratio %

Rural/Remote councils

Balonne Shire Council 44% -9.30% -8.92% ¥ -103.55% ° ¥ 64.22% 41.74% ° v Moderate
T T T T T T
Barcaldine Regional Council 48% -25.46% -19.22% ® 7 -16.71% L] v 79.43% 106.61% L] 7 Higher
T T T T T
Barcoo Shire Council 49% -42.79% -21.13 % L] ¥ -41.01% ° v 31.75% 101.51% L4 ) Higher
T T T T T T
gff::i'l"Tambo Regional 41% -25.00% -11.22% ° ¥ -52.00% ° v 54.00% 84.80% ¥ Higher
T T T T T
Boulia Shire Council 66% -19.91% -14.99% ° N7 -113.24% o v 54.51% 46.40% ° N7 Higher
T T T T T T
Carpentaria Shire Council 75% -15.00% -16.62% ® v -17.70% L N 39.10% 73.92% v Higher
Croydon Shire Council 75% | 1.70% 2.57% . v | 136.40% . A AT120% | 143.24% . ' Lower
T T T T T
Diamantina Shire Council 39% -14.00% -15.53% ° N -67.70% ° ¥ 46.4% 82.96% v Higher
T T T T T T
Flinders Shire Council 45% 1.10% 9.53% ] - -56.77% ] N2 116.02% 93.21% ® () Lower
Longreach Regional Council 50% I -6.20% -8.31% () I 1.70% ° N | 32.00% I 131.85% o () I Moderate
T T T T T T
Murweh Shire Council 57% -11.00% -8.65% N -11.00% ® - 116.00% 96.44% L] () Moderate
T T T T T
Paroo Shire Council 61% -40.00% -28.61% L] 7 -44.00% ° N 59.00% 62.17% 7 Higher
T T T T T T
Richmond Shire Council* 61% -54.20% -44.58% ° 7 -14.70% ] v 96.60% 112.52% ° 7 Higher
T T T T T
Winton Shire Council 69% -12.13% -1.90% N7 -101.41% o v 300.73% 214.09% ° ™ Lower
T T T T T T
Rural/Remote average 56% -18.11% -11.81% -56.35% 98.67% 100.80%
T T T
Rural/Remote—combined risk assessment Higher Lower Lower Higher
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South East Queensland Avg. grant Current Avg. Avg. Net financial Net financial | Current asset Avg. asset Avg. asset Relative risk
councils funding operating operating operating liabilities ratio % liabilities sustainability sustainability sustainability assessment
percentage! | surplus ratio surplus surplus ratio ratio trend ratio % ratio % ratio trend?
% ratio % trend?

South East Queensland (SEQ) councils

Brisbane City Council® 12% 3.00% 5.51% [ - 126.00%° [ N2 73.00% 84.64% - Moderate
T T T T T T

gg:gtc" of the City of Gold 24% -1.30% -0.15% - -24.70% . v 62.70% 53.18% N Moderate
T T T T T T

Ipswich City Council 29% 0.06% 7.70% o - 59.51% o ¥ 68.08% 64.12% ) Lower

Logan City Council 27% | -040% | 4.11% . v | 18.70% . ¢ 7820% | 83.60% A | Lower
T T T T T T

Moreton Bay Regional Council 25% 14.10% 22.19% L - 21.80% L ¥ 55.50% 62.08% ¥ Lower
T T T T T T

Redland City Council 16% -2.92% -3.38% v -32.84% [ v 37.69% 44.59% L] - Moderate

| . T T T T T T

g‘;ﬂi:'l:‘f Coast Regional 26% -0.30% 9.71% ° N 105.10%° ° N 70.50% 76.86% ~ Moderate
T T T T T T

Toowoomba Regional Council 23% -0.92% 1.27% o - 65.85% v 64.22% 58.10% v Moderate
T T T T T T

SEQ average 23% 1.42% 6.00% 33.47% 63.74% 65.90%
T T T T

SEQ—combined risk assessment Lower Lower Moderate Moderate

Notes:

1

2

Average grant funding percentage shows the five-year average level of grant funding as a percentage of total revenue per council. These ratios do not form a part of the financial sustainability ratios but
have been included for contextual purposes. Refer also to further commentary in Chapter 4, which analyses the financial sustainability by grant funding levels.

Average ratio trend compares the average ratio from 2019-20 with the average ratio from 2018—19. Trends should be considered in conjunction with the Department of State Development, Infrastructure,
Local Government and Planning’s set benchmarks, and the analysis performed and explained in Chapter 4.

This council’s sustainability statement was qualified for 2015-16. The qualification impacts on the average operating surplus ratio and the average asset sustainability ratio.
The 2019-20 audit for this council is unfinished. The sustainability measures reported are based on the audited 2018-19 financial statements.

The net financial liabilities ratio was impacted for first-time in 2019-20 with the introduction of Australian Accounting Standards Board’s AASB 16 Leases. The Department of State Development,
Infrastructure, Local Government and Planning did not adjust the target for this ratio in response to the introduction of the new standard. This new standard impacted Brisbane City Council more than other
councils. Excluding the impact of the new standard, the ratio would be 98 per cent, with the risk rating remaining unchanged.

In the 2019-20 financial year, the council drew down debt of $212 million to extend the airport. Under an agreement with the airport owner, the council will receive $290 million by 30 June 2022 for the
airport extension. At 30 June 2020, the amount owed to the council is reported by the council as a non-current receivable and, therefore, excluded from the calculation of the financial liabilities ratio.

Refer also to Figures I1, 12 and 13, which explain the financial sustainability measures and associated benchmarks.
Legend: N An improving trend; — No substantial change; V' A deteriorating trend.

Source: Queensland Audit Office.
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J.

Our assessment of councils’
financial governance

Auditing internal controls

Entities design, implement, and maintain internal controls (people, systems, and processes) to
mitigate risks that may prevent them from achieving reliable financial reporting, effective and
efficient operations, and compliance with applicable laws and regulations.

In undertaking our audit, we are required under the Australian auditing standards to obtain an
understanding of an entity’s internal controls relevant to the preparation of the financial report.

We assess internal controls to ensure they are suitably designed to:

e prevent, or detect and correct, material misstatements in the financial report (which could
influence a user’s decision-making)

e achieve compliance with legislative requirements and appropriate use of public resources.

Our assessment determines the nature, timing, and extent of the testing we perform to
address the risk of significant mistakes in the financial statements.

If we believe the design and implementation of controls is effective, we select the controls we
intend to test further by considering a balance of factors including:

¢ the significance of the related risks
o the characteristics of balances, transactions, or disclosures (volume, value, and complexity)
e the nature and complexity of the entity’s information systems

¢ whether the design of the controls addresses the risk of material misstatement and
facilitates an efficient audit.

If we identify deficiencies in internal controls, we determine the impact on our audit approach,
considering whether additional audit procedures are necessary.

We design our audit procedures to address the risk of material misstatement so we can
express an opinion on the financial report. We do not express an opinion on the effectiveness
of internal controls.

Internal controls framework

We categorise internal controls using the Committee of Sponsoring Organizations of the
Treadway Commission (COSO) internal controls framework, which is widely recognised as a
benchmark for designing and evaluating internal controls.

The framework identifies five components for a successful internal control framework. These
are explained in the following paragraphs.



Control environment

O

e Cultures and values

e Governance

e Organisational structure

e Policies

e Qualified and skilled people

e Management’s integrity and
operating style
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The control environment is defined as the structures,
policies, attitudes, and values that influence day-to-day
operations. As the control environment is closely linked
to an entity’s overarching governance and culture, it is
important that the control environment provides a strong
foundation for the other components of internal control.

In assessing the design and implementation of the
control environment, we consider whether:

¢ those charged with governance are independent,
appropriately qualified, experienced, and active in
challenging management

e policies and procedures are established and communicated so people with the right
qualifications and experiences are recruited, they understand their role in the organisation,
and they also understand management’s expectations regarding internal controls, financial
reporting, and misconduct, including fraud.

Risk assessment

o Strategic risk assessment
¢ Financial risk assessment
e Operational risk assessment

Control activities

®

e General information technology
controls

e Automated controls

e Manual controls

Risk assessment relates to management's processes for
considering risks that may prevent an entity from
achieving its objectives, and how management agrees
risks should be identified, assessed, and managed.

To appropriately manage business risks, management
can either accept the risk if it is minor or mitigate the risk
to an acceptable level by implementing appropriately
designed controls. Management can also eliminate risks
entirely by choosing to exit from a risky business venture.

Control activities are the actions taken to implement
policies and procedures in accordance with management
directives, and to ensure identified risks are addressed.
These activities operate at all levels and in all functions.
They can be designed to prevent or detect errors
entering financial systems.

The mix of control activities can be categorised into
general information technology controls, automated
controls, and manual controls.

General information technology controls

General information technology controls form the basis of the automated systems control
environment. They include controls over information systems security, user access, and
system changes. These controls address the risk of unauthorised access and changes to

systems and data.
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Automated control activities

Automated controls are embedded within information technology systems. These controls can
improve timeliness, availability, and accuracy of information by consistently applying
predefined business rules. They enable entities to perform complex calculations when
processing large volumes of transactions. They also improve the effectiveness of financial
delegations and the segregation of duties.

Manual control activities

Manual controls contain a human element, which can provide the opportunity to assess the
reasonableness and appropriateness of transactions. However, these controls may be less
reliable than automated elements as they can be more easily bypassed or overridden. They
include activities such as approvals, authorisations, verifications, reconciliations, reviews of
operating performance, and segregation of incompatible duties. Manual controls may be
performed with the assistance of information technology systems.

Information and communication

used to provide information to employees, and the ways

Information and communication controls are the systems
a in which responsibilities are communicated.

¢ Non-financial systems
e Financial systems
e Reporting systems

This aspect of internal control also considers how
management generates financial reports, and how these
reports are communicated to internal and external parties
to support the functioning of internal controls.

Monitoring activities

Monitoring activities are the methods management uses
@ to oversee and assess whether internal controls are
present and operating effectively. This may be achieved
o Management supervision through ongoing supervision, periodic self-assessments,
o Self-assessment and separate evaluations. Monitoring activities also
e Internal audit concern the evaluation and communication of control

deficiencies in a timely manner to effect corrective action.

Typically, the internal audit function and an independent audit and risk committee are
responsible for assessing and overseeing management’s implementation of controls and their
resolution of control deficiencies. These two functions work together to ensure that internal
control deficiencies are identified and then resolved in a timely manner.
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Assessment of internal controls

Our assessment of internal control effectiveness is based on the number of deficiencies and
significant deficiencies we identified during our audit. We assess each of the five components
of a successful internal control framework separately.

Assessment of internal controls

Rating scale Assessment criteria
® Effective No significant (high-risk) deficiencies
Partially effective One significant deficiency
@ |neffective More than one significant deficiency

The deficiencies detailed in this report were identified during our audit and may have been
subsequently resolved by the entity. They are reported here because they impacted on the
overall system of control during 2019-20.

Financial statement preparation

In assessing the effectiveness of financial statement preparation processes, we considered
three components—the year-end close process, the timeliness of financial statements, and the
quality of financial statements.

We assess financial statement preparation processes under the following criteria.

Year-end close process

Local government entities should have a robust year-end close process to enhance the quality
and timeliness of financial reporting processes.

We identified five outcomes for entities to achieve. Early completion of these items means an
entity has less risk that a financial report is not cleared in time for council signature, and it
means certification by audit is more likely to be achieved within statutory or agreed milestones.

In the 2019-20 financial year, we assessed the following processes for year-end financial
statement preparation against agreed dates:

e preparation of proforma financial statements (partially completed financial statements put
together before year end)

e resolution of known accounting issues

e completion of non-current asset valuations (Non-current assets are those that are expected
to be held by an entity for a period greater than 12 months.)

¢ final draft financial statements completed and reviewed

¢ final financial statement workpapers completed and reviewed.

Year-end process

Rating scale Assessment criteria
® Effective All key processes completed by the agreed dates
Partially effective Three to four key processes completed by the agreed date
@ |neffective Less than three key processes completed by the agreed date
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Timeliness of financial statements

We assessed the timeliness of financial statements by comparing the date the independent
auditor’s report was issued against the legislative deadline of 31 October.

Timeliness
Rating scale Assessment criteria
® Timely On or before 13 October
Legally compliant* Between 14 and 31 October
@ Not timely After 31 October

* Note: If the Minister for State Development, Infrastructure, Local Government and Planning granted an extension of
time to complete the financial statements and the council met this revised date, we assessed this as legally
compliant. If a council was unable to meet the extended date, we assessed this as not timely.

Quality of draft financial statements

We assess the quality of financial statements in terms of adjustments made between the first
draft of the financial statements submitted to audit and the final audited financial statements.
This includes adjustments to current year and prior year figures and other disclosures. This is
an indicator of how effective each council’s review of its financial statements is at identifying
and correcting errors.

Quality of draft financial statements

Rating scale Assessment criteria

® Good No adjustments were required

Average Immaterial adjustments were made to financial statements

® Below average Material adjustments were made to financial statement components

Financial sustainability relative risk assessment

The detailed criteria for assessing a council’s financial sustainability are explained in

Appendix I—Figures 11 and 2. The overall assessment criteria are shown in Figure 13. Colours
used for the overall risk levels are lower risk (green), moderate risk (amber), and higher risk
(red).
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Results summary

The following tables summarise the results of our assessment of the 77 councils’ overall
financial governance by council segment.

Figure J1
Our assessment of the financial governance of councils by segment
Council Internal controls’ Financial statement Financial
preparation? sustainability®
Coastal councils CE MA RA CA IC EOFY T Q FS
Bundaberg Regional Council [ [ [ [ [ [ [ [ [ ]
Burdekin Shire Council [ J [ J [ J [ [ [ [ [ [
Cairns Regional Council [ [ [ [ [ [ [ [
Cassowary Coast Regional Council [ J [ J [ J [ J [ [
Douglas Shire Council [ J [ J [ J [ J [ J [ [ [
Fraser Coast Regional Council [ [ [ [ [ [ [ [
Gladstone Regional Council [ J [ J [ J [ J
Gympie Regional Council [ J [ J [ J [ J [ J
Hinchinbrook Shire Council [ [ [ ] [ ] [ ] [ [
Livingstone Shire Council [ [ [ [ [ [ J
Mackay Regional Council [ [ [ J [ J
Noosa Shire Council (] [ [ [ (] ° ®
Rockhampton Regional Council [ J [ J [ J [ J [ [ [ ®
Townsville City Council [ J [ J [ J [ J [ [ [
Whitsunday Regional Council [} [ [ [ [ [ [

Notes:

' CE—Control environment; MA—Monitoring activities; RA—Risk assessment; CA—Control activities;
|C—Information and communication.

2 EOFY—ENnd of financial year processes; T—Timeliness; Q—Quality.

3 FS—Financial sustainability—relative risk assessment (refer Figure 14).
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Council Internal controls’ Financial statement Financial
preparation? sustainability®

Indigenous councils CE MA RA CA IC EOFY T Q FS
Aurukun Shire Council () [ ) [ ) () () [ (] [} [
Cherbourg Aboriginal Shire Council (] [ ) [} o [} [ J
Doomadgee Aboriginal Shire Council o [ ) [ J
Hope Vale Aboriginal Shire Council ) ) [ ) ® ® [ () [ [
Kowanyama Aboriginal Shire Council ) [ [ ) [ ) [ ) o
Lockhart River Aboriginal Shire [ [ ) ) [ ) [
Council

Mapoon Aboriginal Shire Council ) [ ) [ ) o () ®
Mornington Shire Council (] [} [ ) o o [ J
Napranum Aboriginal Shire Council ) [ [ ) ) [ ) o
Northern Peninsula Area Regional o [ ) [ ) [ ) [} o [ ) o
Council

Palm Island Aboriginal Shire Council*® (] [ ) [ ) [ ) [ ) o [ )

Pormpuraaw Aboriginal Shire Council ) ) [ ) ® ® [ () [ [
Torres Shire Council [ ) [} o [} [ J [ J
Torres Strait Island Regional Council ) [ [ ) ) ) [ o
Woorabinda Aboriginal Shire Council ) [ ) ) o
Wujal Wujal Aboriginal Shire Council (] [ ) [ ) [} [ ) [ J
Yarrabah Aboriginal Shire Council (] [ ) [ ) [ ) o [ J

Notes:

T CE—Control environment; MA—Monitoring activities; RA—Risk assessment; CA—Control activities;
IC—Information and communication.

2 EOFY—ENnd of financial year processes; T—Timeliness; Q—Quality.

3 FS—Financial sustainability—relative risk assessment (refer Figure 14).

4 For the period 17 July 2019 to 11 October 2019, the department appointed a financial controller and an advisor to
review the council’s organisational and financial structure.

Financial statement preparation indicators for this council have been set at red as they have not been completed.
The internal controls and financial sustainability assessments are based on the prior year’s results.
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Council Internal controls’ Financial statement Financial
preparation? sustainability®
Resources councils CE MA RA CA IC EOFY T Q FS
Banana Shire Council [ ) [} ® [} [} [ ) [
Bulloo Shire Council ) [} [ ) o [ [ J [ J
Burke Shire Council () [ ) [ [ [ ] [ ®
Central Highlands Regional Council ) [ ) [ ) o ()
Charters Towers Regional Council [ ) [ ) [ ) [ ) o ()
Cloncurry Shire Council [ ) [} o [} [ J [} [ J [ J
Cook Shire Council [ ) [} [ ) o [} [ J [ J
Etheridge Shire Council [ ) [} [ ) [} [} [} [ J
Isaac Regional Council ) [ ) ) [ ) [ ) [ [ ([ [
Maranoa Regional Council ) [ ) [ ) [ ) [ [ [
McKinlay Shire Council [} [ ) [} [ J [ J
Mount Isa City Council [} [ ) [ ) o o [ J [ J
Quilpie Shire Council o [ ) [ ) [ ) [} [ J o
Western Downs Regional Council ) [ ) [ ) [ ) [ ) [ () ()

Notes:

' CE—Control environment; MA—Monitoring activities; RA—Risk assessment; CA—Control activities;
IC—Information and communication.

EOFY—End of financial year processes; T—Timeliness; Q—Quality.

FS—Financial sustainability—relative risk assessment (refer Figure 14).

4 Financial statement preparation indicators for this council have been set at red as they have not been completed.
The internal controls and financial sustainability assessments are based on the prior year’s results.
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Council Internal controls’ Financial statement Financial
preparation? sustainability®

Rural/Regional councils CE MA RA CA IC EOFY T Q FS
Goondiwindi Regional Council ) ) [ ) ) ) () [ [
Lockyer Valley Regional Council (] (] [} o o [ J

Mareeba Shire Council ® ° [ (] [ ] (] [ ] L
North Burnett Regional Council (] (] [} [ ) [ ) o o [}
Scenic Rim Regional Council ) ) [ ) ) () [ ) [
Somerset Regional Council ) ) [ ) ) ) () [} [
South Burnett Regional Council (] (] [} [ ) o [} [ J
Southern Downs Regional Council (] [ ) [ ) [ ) o [ J
Tablelands Regional Council (] (] [} [ ) [ ) o o [ J

Notes:

T CE—Control environment; MA—Monitoring activities; RA—Risk assessment; CA—Control activities;

IC—Information and communication.
2 EOFY—ENnd of financial year processes; T—Timeliness; Q—Quality.
3 FS—Financial sustainability—relative risk assessment (refer Figure 14).
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Council Internal controls’ Financial statement Financial
preparation? sustainability®

Rural/Remote councils CE MA RA CA IC EOFY T Q FS
Balonne Shire Council [ ) [} ® [} [} [ J [ J

Barcaldine Regional Council (] [ ) [} o [ J
Barcoo Shire Council () [ ) [} [} [ ® ®
Blackall-Tambo Regional Council ) [ ) [ ) [ ) o
Boulia Shire Council (] [ [ [} [ [ ]
Carpentaria Shire Council [ ) [ ) [} o [ J
Croydon Shire Council ° [ ° [ ) [ ) [ ] [ ] ([ ]
Diamantina Shire Council (] ) [ ) [} [ ) [ ) o o
Flinders Shire Council ® ® ® (] (]
Longreach Regional Council ) [ ) [ ) [ ) [ ) o

Murweh Shire Council [ ) [} ® [} [ [ J [

Paroo Shire Council () [ ) [ [ [ [ ] ®
Richmond Shire Council* ° ° ° ) [ ) ® (] ()
Winton Shire Council [ (] [ [ [ [ [ ]

Notes:

' CE—Control environment; MA—Monitoring activities; RA—Risk assessment; CA—Control activities;
|C—Information and communication.

EOFY—End of financial year processes; T—Timeliness; Q—Quiality.

FS—Financial sustainability—relative risk assessment (refer Figure 14).

4 Financial statement preparation indicators for this council have been set at red as they have not been completed.
The internal controls and financial sustainability assessments are based on prior year’s results.
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Council Internal controls’ Financial statement Financial
preparation? sustainability®
South East Queensland (SEQ) CE MA RA CA IC EOFY T Q FS
councils
Brisbane City Council ) ) [ ) ) () () [ [
Council of the City of Gold Coast (] (] [} [ ) o [}
Ipswich City Council* ) ) ) ) ) ) ) )
Logan City Council® [ J [ J [ J [ J [ J [ [ [
Moreton Bay Regional Council ) ) [ ) ) ) () () [ [
Redland City Council ) ) [ ) () () () [
Sunshine Coast Regional Council (] [ ) [ ) [ ) [ ) o [}
Toowoomba Regional Council (] (] [ ) o o
Notes:

T CE—Control environment; MA—Monitoring activities; RA—Risk assessment; CA—Control activities;
IC—Information and communication.

2 EOFY—ENnd of financial year processes; T—Timeliness; Q—Quality.
FS—Financial sustainability—relative risk assessment (refer Figure 14).

4 In response to charges made by the Crime and Corruption Commission, the Minister for Local Government
appointed an interim administrator on 23 August 2018. These interim arrangements were in place until the local
government elections held in March 2020.

5 In response to charges made by the Crime and Corruption Commission, the Minister for Local Government
appointed an interim administrator on 2 May 2019. These interim arrangements were in place until the local
government elections held in March 2020.

Source: Queensland Audit Office.
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K. Glossary

Term

Definition

Accountability

The responsibility of public sector entities to achieve their objectives of
delivering reliable financial reporting, effective and efficient operations,
compliance with applicable laws, and reports to interested parties.

Audit committee

A committee intended to provide assistance to the accountable officer or
statutory body in discharging their obligations. Duties and responsibilities
can involve oversight of all or a combination of the following:

o effectiveness and reliability of internal controls

e quality and integrity of accounting and reporting practices

o effectiveness of performance management

¢ legal and regulatory compliance

e auditors’ qualifications and independence

e performance of the internal audit function and of external auditors.

Auditor-General Act
2009

An Act of the State of Queensland that establishes the responsibilities of
the Auditor-General, the operation of the Queensland Audit Office, the
nature and scope of audits to be conducted, and the relationship of the
Auditor-General with parliament.

Australian accounting
standards

The rules by which financial statements are prepared in Australia. These
standards ensure consistency in measuring and reporting on similar
transactions.

Capital expenditure

Expenditure to acquire assets or improve the service potential of existing
assets.

Controlled entity

An entity controlled by another entity. The controlling entity can dominate

decision-making, directly or indirectly, in relation to financial and operating
policies so as to enable that other entity to operate with it in achieving the
objectives of the controlling entity.

Deficiency

A deficiency arises when internal controls are ineffective or missing, and
are unable to prevent, or detect and correct, misstatements in the financial
statements. A deficiency may also result in non-compliance with policies
and applicable laws and regulations and/or inappropriate use of public
resources.

We increase the rating from a deficiency to a significant deficiency
when:

e we consider immediate remedial action is required

e there is a risk to reputation

¢ the non-compliance with policies and applicable laws and regulations
is significant

e there is potential to cause financial loss, including fraud

e management has not taken appropriate, timely action to resolve the
deficiency.

Depreciation

The systematic allocation of a fixed asset's value as an expense over its
expected useful life, to take account of normal usage, obsolescence, or
the passage of time.
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Term

Definition

Emphasis of matter

A paragraph included with an audit opinion to highlight an issue of which
the auditor believes the users of the financial statements need to be
aware. The inclusion of an emphasis of matter paragraph does not modify
the audit opinion.

Fair value The amount for which an asset could be exchanged, or a liability settled,
between knowledgeable, willing parties, in an arm’s length transaction.
Fraud Any act or omission, including a misrepresentation, that knowingly or

recklessly misleads, or attempts to mislead, a party to obtain a financial or
other benefit or to avoid an obligation.

Going concern

An entity that is a going concern is expected to be able to pay its debts as
and when they fall due, and to continue to operate without any intention or
necessity to liquidate or wind up its operations.

Misstatement

The difference between the amount, classification, presentation, or
disclosure of a reported financial report item and the amount,
classification, presentation, or disclosure that is required for the item to be
in accordance with the applicable financial reporting framework.
Misstatements can arise from error or fraud.

Net assets

Total assets less total liabilities.

Non-current asset

Non-current assets are assets that are expected to be held by an entity for
a period greater than 12 months.

Procurement

The acquisition of goods, services, or works from an external source.

Qualified audit opinion

An opinion issued when the financial statements as a whole comply with
relevant accounting standards and legislative requirements, with the
exceptions noted in the opinion.

These exceptions could be the effect of a disagreement with those
charged with governance, a conflict between applicable financial reporting
frameworks, or a limitation on scope that is considered material to an
element of the financial report.

Risk management

The systematic identification, analysis, treatment, and allocation of risks.
The extent of risk management required will vary depending on the
potential effect of the risks.

Unmodified audit opinion

An audit opinion issued when financial statements are prepared in
accordance with the relevant legislative requirements and Australian
accounting standards.

Useful life

The number of years an entity expects to use an asset (not the maximum
period possible for the asset to exist).
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